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Controller Synthesis for Broadcast Networks with
Data

Corto Mascle G4 ®
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—— Abstract

We study the distributed controller synthesis problem in a parameterised setting. We search for
strategies that guarantee that no error state is reached, no matter the number of processes involved.
In the model at hand, processes communicate through unreliable broadcasts. Additionally, messages
are signed with data from an infinite alphabet, representing identifiers. Processes have local registers,
with which they can compare and store those data. Our main result is that controller synthesis is
decidable for this model. We also characterise the complexity of the problem for each number of
registers per process.
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1 Introduction

Distributed synthesis is a famously difficult problem, with many undecidability results on a
variety of models [19, 21, 12, 6]. The difficulty can be attributed to the presence of multiple
players with partial information. In order to find relevant models where the problem is
decidable, we take inspiration from the parameterised approach to distributed verification:
instead of verifying systems with large numbers of components, we abstract away that
number, and ask whether a property holds for any number of components. This is also useful
to verify protocols which are supposed to work on arbitrarily large networks.

In this paper we present a parameterised approach to distributed controller synthesis.
We first study one of the most popular parameterised models, reconfigurable broadcast
networks [9]. Then we go further and study the extension of those systems with data, as
introduced in [8]. In this extension, agents have unique identifiers which they can use to sign
messages and local registers which let them store and compare the signatures of received
messages. This considerably extends the expressivity of the model. Each agent possesses two
primary operations: broadcasting a letter from a finite alphabet along with the content of
one of its registers or receiving a message, and comparing its datum with its registers and/or
storing it in them. Broadcasts are lossy: when an agent sends a message, each other agent
may or may not receive it; the set of agents receiving the broadcast is non-deterministic. A
fundamental problem on such models is the coverability problem, which asks if a system has
a run from an initial configuration to one with at least one agent in a given state.

We formalise the controller synthesis problem as follows: processes have controllable
states, from which they can choose the next action, and uncontrollable ones, from which an
adversary may decide the next step. The question is whether there exists a local strategy
that chooses actions from controllable states so that for all N, a system made of N processes
applying this strategy cannot reach an error state. We establish the decidability of this
problem, and show tight complexity bounds on the problem, depending on the number of
registers that each agent has access to.
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Controller Synthesis for Broadcast Networks with Data

Related work This paper extends the work on verification of broadcast networks with
data done in [8] and [13]. This model follows a recent effort to enrich parameterised models
with data, usually to represent identifiers. For instance, the classic framework of population
protocols has recently been extended with data [7], and some first decidability results have
been established [26]. Let us also mention Petri nets with data [18]. The decidability of
reachability in this model is an important open question, which saw some recent progress [16].
The relation between those models is still blurry, but we can draw hope from the known
relations between these models without data: population protocols are tightly linked to Petri
nets [10] and a common restriction of population protocols, called immediate observation,
can be encoded in reconfigurable broadcast networks [2].

The problem we consider here fits in a family of what could be called parameterised games,
which involve one player against an arbitrary number of opponents. Some other instances
are concurrent parameterised games [3], where players choose their actions in parallel, and
population control models, a full-information turn-based formalism [4]. In this work, we
focus on distributed strategies: we want each process to act based only on its local history.
Similar ideas have been explored in [5] and [24, Chapter 11].

Structure Section 2 describes the model and the main problem. The central result of this
work is the decidability of controller synthesis for broadcast networks of register automata.
We present it incrementally: In Section 3 we use the much simpler case of broadcast networks
without data to illustrate our approach. In Section 4 we extend this proof to the subclass
of systems called signature BGR where processes can only send messages with their initial
identifier. Finally, we present the main decidability result in Section 5. We highlight the
common structure between these sections by using similar sequences of definitions and
lemmas. For instance, Definition 11, Lemma 12, and Theorem 13 have counterparts in
Section 4: Definition 17, Lemma 18, and Theorem 24.

In Section 6 we discuss a different choice of definition of local strategies, and argue that
the problem is unaffected by this choice. To complete the picture, in Section 7 we show tight
complexity bounds for the SAFESTRAT problems when each process has a single register.

b of ist
of registers =0 S r>9
Problem

Coverability P [9] NP [13] F . [13]
Safe strategy synthesis | NP (Thm 13) | NExPTIME (Thm 33)| Fy . (Thm 16)

Table 1 Complexity of COVER and SAFESTRAT, depending on the number of registers. All
problems are complete for the indicated class. The results of the last column hold for any fixed
r > 2 and when r is part of the input.

This paper uses hyperlinks. Occurrences of a term are linked to its definition. The reader can

click on words and symbols (or just hover over them on some PDF readers) to see the definition.

2 Preliminaries

2.1 Register transducers

We start by describing the transition system of individual processes, which are register
transducers. Then, in Section 2.2 we will define our broadcast network model as the
composition of a finite but arbitrary number of those processes.



79

80

81

82
83

84

85

86

87

88

89

90

91

92

93
94

95

96
97

98

99
100

101

102
103

104

105
106

107

108

109

110

111

112

113

114

115

116

117

118

119

120

C. Mascle

We fix an infinite set of data D. We define a notion of register transducer that is well-suited
for the definition of our distributed systems. They receive and send messages, which are
pairs (m,d) made of a letter m from a finite alphabet and a datum d from D.

» Definition 1 (Register transducer). A register transducer with r registers over domain D is
given by a tuple R = (Q, M, ginit, A) with Q a finite set of states, with ¢n;+ the initial state,

M a finite alphabet, and A a set of transitions which are of three kinds:

b , .. .
q M) q' broadcast transitions that broadcast a message (m,d) with d the content of

register 1,

ree(m,=1) q' equality transitions that read a message (m,d) and check that d is in

register 1,

q M) ¢’ record transitions that read a message (m,d) where d is not in any register

and put d in register i.
Transitions of the two last kinds are called reception transitions. The size of R, written |R]|,

is |Q| + |A] + .

A local configuration of R is an element of Q x D", describing the current state and the
content of each register. A local configuration (g, c) is initial if ¢ = @it and all registers

have the same content, i.e., there exists d € D such that ¢(i) = d for all ¢ € [1,7].

Given a record transition g M) ¢" and a datum d , we can apply ¢ to go from (g, c)

to (¢',c') by reading (m,d) if for all j € [1,7], ¢(j) # d and /(i) = d, and for all j # i,
¢ () = cli). |
Given an equality transition g M ¢’ and a datum d , we can apply d to go from

(g,¢) to (¢, ) by reading (m,d) if ¢(i) = d and ¢ = c.

.d . .
If one of those cases applies, we write (g, ¢) w—)»g (¢', ) and call it a reception step.

br(m,i
Given a broadcast transition § = ¢ r(m.?) ¢' and a datum d, we can apply ¢ to go from
(g,¢) to (¢, ') by broadcasting (m,d) if ¢(i) = d and ¢/ = ¢. If those conditions are met we

br(m,d
write (g, ¢) M}g (¢’, ) and call it a broadcast step.

,d . R
A local step (g,c) M(; (¢', ) between two local configurations is either a re-

ception step or a broadcast step. A local run u of R is a sequence of local steps u =

,d ,d n(Mn,dn . .
(go, co) Mh;l (q1,c¢1) oP,(m2,d) 5y Tt OPn (1 ) 6. (anscn). Tt is initial if (qo, co) is

an initial configuration. In that case the common datum d of registers in ¢y is called is called
the initial datum of u. Tts input In(u) € (M x D)* is the sequence of messages received by in-

rec(m;,d;)
—_—

s; (¢i,ci) in w. Similarly, its output Out(u) € (M xD)*
br(mi,di)

put transitions (g;—1,¢;—1)

is the sequence of messages sent by output transitions (¢;—1,c¢;—1) s; (¢iyci) in .
Tts d-input Ing(u) € M* is the sequence of letters associated to datum d in In(u), and
its d-output Outy(u) € M* is the sequence of letters associated to datum d in Out(u).

» Remark 2. Record transitions can only be taken if the received value is not already in the
registers. This is not a restriction on the expressivity: instead of storing the same datum in
several registers, the system use its registers to store each datum once, and use a function
[1,7] — [1,7], stored in the states, to assign registers to their content.

2.2 Broadcast Networks and Games with Registers

Let r € N and let R = (Q, M, Ginit,A) be a register transducer with r registers. The
broadcast network of register automata (BNRA for short) described by R is the infinite
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transition system described below. We call register transducer protocols when we use them
to define BNRA.

A configuration is a function v : A — @ x D* with A a finite set of agents. It maps each
agent to a local configuration.

We write st(v) for the state component of v and data(v) for its register component. A
configuration v is initial if for all a € A, st()(a) = ¢inst, data(vy)(a, ) = data(vy)(a, ') for all
1,4 and data(y)(a, i) # data(y)(a’,¢’) for all a # o’ and ,7'. Intuitively, each agents starts
with a unique identifier that is contained in all of its registers.

Given two configurations v, over A, a step v — 7' is defined when there exist ag € A,

m € M, d € D and a transition dy € Ao such that y(ap) mﬂsg v (ap), and for all a # ay,
either 4/(a) = y(a), or there is a transition 6 € Ay such that v(a) Mg ~'(a).

A (global) run g is a sequence of steps Yo = ¥1 = Y2+ * Yn—1 — Yn. 1t is initial if g is
an initial configuration. The projection of ¢ on an agent a is the local run 7, (o) made of all
transitions taken by a in o. We write o : v = 4/ when ¢ is a run from 7 to .

br(start, | 2) br(start, 1)

rec(b,= 2) br(a,1)

rec(stop, 2) rec(stop,= 1)

Figure 1 A protocol which can do two things: On the left, it receives start and a sequence of a
and b while checking that they carry the same datum (i.e. come from the same sender). At any
point it may stop by sending stop with the received datum, to confirm that the communication
has been received. In the right part, it broadcasts a start message with its initial identifier, then a
sequence of messages a and b with that same identifier. When it receives it back with the letter
stop, it terminates.

» Definition 3 (Coverability problem). The coverability problem COVER asks, given a protocol
R and a message Mer-, whether there is an initial run in which Mey- is broadcast.

If there is an initial run p in which an agent broadcasts me,.., then we say that o covers
Merr, and that me.- is coverable.

» Remark 4. The coverability problem is usually defined with an error state ge..: is there a
an initial run where an agent reaches g7 We define it with a message as it will be more
convenient for some definitions, and the two versions are easily inter-reducible.

We will examine the controller synthesis problem on this model. The COVER problem
defined earlier is the particular case in which no state is controllable.

» Definition 5 (Broadcast Game with Registers). A Broadcast Game with Registers with r re-
gisters G = (R, Qctris Qenvs Merr) is defined by a protocol with v registers R = (Q, M, ginit, A),
a partition of its states Q = Qcerr U Qeny, and an error letter mey,.

A control strategy for G is a function o : A* — A observing a sequence of transitions and

choosing the next one .

L We choose to not give access to the data to Controller, as we want to be able to rename data at will.
We will discuss the version of the game where Controller can see the data in Section 6.
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. R op; (m1,d1) op,, (Mmn,dy)
A o-local run is an initial local run u = (qo,co) — 5y e — 5., (qn,cn)

such that for all i € [1,n], if ¢;—1 € Qctn then o(dy---0;—1) = ;. A o-run is an initial run
whose projection on every agent a is a o-local run.

A control strategy is winning if no o-run covers me,. In this game and all games we
construct from it the player trying to construct a winning control strategy will be called
Controller and her opponent Environment.

» Definition 6 (Controller synthesis problem). The safe strategy problem SAFESTRAT takes
as input a BGR G, and asks whether there is a winning control strategy for G.

rec(a,| 2)

rec(b,| 2)

Figure 2 A BGR. The round state C belongs to Controller, square states to Environment.

» Example 7. In the BGR displayed in Figure 2, Controller has a single winning control
strategy, which is to always choose a different letter from the one chosen by Environment
from E. Indeed, doing otherwise would let an agent broadcast either aa or bb with its initial
datum. In the first case, Environment could send an agent in the second row to receive aa
and then broadcast me,.. In the second case, Environment could send two agents to the
third row, who receive bb and broadcast a with the same datum. An agent in the second row
could then receive both a broadcasts and then broadcast me,,.. By contrast, it is easy to
check that if Controller always picks a different letter from the one chosen by Environment
in E, there cannot be two broadcasts of a or of b with the same datum. Hence agents sent
to the second and third row will be unable to broadcast anything.

2.3 Subword order toolbox

A well quasi-order is a set equipped with a preorder relation (S, <) such that in every infinite
sequence Sg, S1, ... there exist 7 < j such that s; < s;.

Given two words v = ay -+ a,, and w = by -+ - b, in ¥*, we say that v is a subword of
w and write vC w if v can be obtained from w by removing letters, i.e., there are indices
17 < -+ <y such that v =b;, ---b; .

Given a set of words W, we define its upward-closure W1T = {u € ¥* | Jw € W,wC u}
and its downward-closure similarly Wi = {u € ¥* | 3w € W,uC w}. We say that W is
downward-closed if W = W |, and upward-closed if W = W 1. The set of minimal elements
of an upward-closed set I is called its basis. Given a finite basis B, we define its norm as the
maximum length of its words: ||B|| = max{|w| | w € B}.

A seminal result in the study of well quasi-orders is Higman’s lemma [15, 14], which states
that (X*,C ) is a well quasi-order for all finite alphabet . As a corollary, we obtain that
every upward-closed set of words I C ¥* has a finite basis B such that I = BT. Another
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corollary is that the upward-closure of any language over a finite alphabet is regular. This is
a consequence of the previous property, along with the following fact.

» Lemma 8 (Folklore). Given a finite set of words B over a finite alphabet ¥, one can
construct a deterministic automaton Apy recognising BT with at most (|| B|| + 1)15! states.

In this work we will show that our main problem is F,.-complete, meaning that it is
decidable but with a very high complexity, much higher than the Ackermann function for
instance. For a formal definition of this complexity class F,. (and the related class of
functions .7, ), see [22]. For our purpose, we will only use the Length function theorem,
stated below.

A finite or infinite sequence of words wg, w1, ... is good if there exist i < j such that
w;C wj, and bad otherwise. Higman’s lemma states that every bad sequence of words over
a finite alphabet is finite, but we do not have a bound on their size. However, if we add a
constraint so that each word can only have finitely many successors, then a uniform bound
exists. Given a function g : N — N and an integer n € N, we say that a sequence of words
wy, ... is (g,n)-controlled if |w;| < g (n) for all i > 1 (where g denotes g applied 4 times).

» Theorem 9 (Length Function Theorem [23]). Let ¥ be a finite alphabet and g : N — N a
primitive recursive function. There exists a function f € F, = -1 such that, for alln € N,
every (g,n)-controlled bad sequence wy,ws, ... has at most f(n) terms.

2.4 Games toolbox

We assume familiarity with automata and regular games, and simply fix some terms notations
(see [11, Chapter 2] for an in-depth presentation). A two-player game G is given by a directed
graph G = (V| E) called the arena, along with a partition of V in two, V' = V5 UV}, an initial
vertex vin;t, a colouring function ¢ : V' — C mapping vertices to a finite set of colours C,
and a language £ C C% of infinite sequences of colours, called the objective. There are two
players, called Py and P,

A (finite or infinite path) in G starting in v;,;; is called a play. A play vg — vy — -+ - is
winning for Py if e(vg)e(vr) - -+ € L, and losing for Py otherwise.

A strategy for player P; is a function og : V*V; — V. A og-play is a path vg — v1 — - -+
in G such that for all j > 1, if vj_1 € V; then v; = og(vg---vj_1). A strategy for Py (resp.
Py) is winning if all infinite og-plays are winning (resp. losing) for P.

We call G a reachability game (resp. safety game), when the objective is of the form LV
(resp. V¥ \ LV%) with L a regular language of finite words (represented by a deterministic
finite automaton). It is well-known that those games are determined, i.e., in every game one
of the two players has a winning strategy.

» Proposition 10 (Folklore). One can compute the winner of a finite reachability game in
polynomial time. Furthermore if Py has a winning strategy, then she has one that guarantees
that she wins in at most |V| - |A| steps.

3 An introductory case: Broadcast networks without data

We start by showing the proof principles in an easy case, when processes do not have registers.
In that case communication is made only through letters of M. In this section we will forget
the data in messages, and only consider letters. We simplify notations: we write br(m) for a
broadcast of letter m and rec(m) for a reception of m. We obtain Reconfigurable Broadcast
Networks, as introduced in [9]. From now on we will use the term RBN for this model.
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COVER has been shown decidable and P-complete for those systems [9]. We could not
find a result in the literature stating that SAFESTRAT is NP-complete, but closely-related
results were proven in [5] and [24]. We prove it to illustrate our method.

To begin with, we show that we can characterise winning control strategies as the ones

which force the set of letters sent to stay within some set I C M\ {m,r}, called an invariant.

» Definition 11 (Invariants for RBN). An invariant for an RBN over alphabet M is a set of
letters I C M. We say that it is sufficient for a control strategy o if:

Merr ¢ I, and

If a o-local run receives only messages of I then it broadcasts only messages of I.

» Lemma 12 (Invariants characterise winning control strategies). A control strategy o is
winning if and only if there exists a sufficient invariant I C M for it.

Proof sketch. Suppose o is winning. Let I be the set of messages such that there exists a
o-run in which they are broadcast. As o is winning, me,. ¢ I. If a o-local run u receives
only messages of I, then we can build a o-run where an agent follows u: for each letter m
received in u, we make other agents execute a o-run where m is broadcast: this is possible
as m € I. We match this broadcast with the reception in u. We obtain a o-run where all
letters broadcast in u are broadcast.

For the other direction, suppose by contradiction that ¢ has a sufficient invariant I and
that there is a o-run g in which m,,. is broadcast. Let m be the first message broadcast in
o that is not in I, and a the agent broadcasting it. Those are well-defined as me,, ¢ I. Let
¢’ be the prefix of p stopping right after that broadcast. The projection 7, (o) of ¢’ on agent
a contains a broadcast of m but no reception of any m’ ¢ I, a contradiction. <

This lets us turn the distributed game into a sequential one: If we are given an invariant
I, checking whether there is a strategy that maintains it comes down to a two-player safety
game. We obtain an algorithm for strategy synthesis: guess an invariant, and then solve the
resulting safety game, which can be done in polynomial time.

» Theorem 13. Deciding the winner of a BGR without registers is NP-complete.

Proof. For the upper bound, by Lemma 12, it suffices to guess a set I C ¥ such that me, ¢ I
and then check if there is a strategy that guarantees that we can only broadcast a message
outside of I if we received one beforehand. This is easily encoded into a safety game: Take
the states and transitions of the BGR, without the operations, add a sink state with no
outgoing transitions, and redirect every reception of a message m ¢ I to it. The objective of
the first player is to avoid transitions broadcasting letters of ¥\ I.

Clearly there is a winning control strategy for the BGR if and only if there is an invariant

I and a strategy avoiding transitions broadcasting messages outside of I in this safety game.

This can be checked in polynomial time, by Proposition 10.
The lower bound is shown in Appendix A <

To conclude this section, we present an argument in favour of parameterized distributed
synthesis. The fact that we have an arbitrary amount of agents makes the existence of a
winning control strategy less likely. One might wonder what happens if we simply want
a strategy that works for a bounded, or even fixed amount of agents. We show that the
problem becomes undecidable in this case, even for 3 agents. Hence considering arbitrary
numbers of agents can be a good approximation as it spectacularly reduces the difficulty of
the problem.
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» Theorem 14. Given a BGR G = (R, Qctriy Qenv, Merr), it is undecidable whether there is a
control strategy such that no o-run with 3 agents covers mey,.

4 Signature BGR

In this section we establish decidability of SAFESTRAT in a subcase of interest, that illustrates
well the decidability proof for the general case, while requiring less technical complications.

» Definition 15. A signature protocol is one where every broadcast is made with the value
of register 1, and all receptions are made on other registers. The associated BGR are called
signature BGR.

b i 1
In other words, there are no transitions of the form M) with 7 > 2 or M

m. Such a protocol keeps its initial datum in register 1 and uses it for broadcasts,
while the other registers are used to store and compare received values. An interesting
property of those systems is that the datum of a message identifies its sender: Each agent
only sends messages with its initial datum, and since those are unique, messages containing
the same datum necessarily come from the same agent. In this section we will call output the

d-output of a local run u with d its initial datum, and write it Outy; gy, (u).
» Theorem 16. The SAFESTRAT problem is decidable F . -complete for signature BGR.

The lower bound is provided by [13], as they show F .-hardness already for COVER
with r = 2 registers. Fix G = (R, Qctrl; Qenvs Merr) @ BGR with r registers. To prove the
theorem, we once again use a characterisation of winning strategies in terms of invariants.
Here an invariant is a downward-closed set of words of M*. A witness for non-coverability
of a message M. is a downward-closed set I of words that contains € and not me,., and
such that an agent whose d-inputs are all in I has an output in I2. Intuitively, if all agents
respect that condition, then we can only obtain runs where all agents output words in the
invariant, and thus no-one broadcasts mes;.

The downward-closed property comes from the fact that if an agent outputs a word w,
then other agents can receive any subsequence of letters of that word, as broadcasts can be
lost. It is crucial as it gives us a finite representation of invariants, their basis.

» Definition 17 (Invariants for signature BGR). An invariant for a signature BGR over an
alphabet M is a downward-closed set I C M*. We say that it is sufficient for a control
strategy o if it satisfies the following conditions:

l.eel and mep ¢ 1

2. For all o-local run u, if Ing(u) € I for all d € D then Outyg,(u) € I.

The next step is to show that a winning strategy always comes with a sufficient invariant.

» Lemma 18 (Invariants characterise winning strategies). A control strategy o is winning if
and only if there exists a sufficient invariant I C M* for it.

Recall that, as a corollary of Higman’s lemma, upward-closed sets of words can be finitely
described by their finite basis.

To solve SAFESTRAT, we cannot enumerate potential strategies as there are uncountably
many. Instead, our algorithm enumerates invariants (represented by the basis of their

2 As I is downward-closed, € € I is synonymous with I being non-empty.
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complement) and checks for each one whether there is a strategy such that the conditions
listed in Lemma 18 are satisfied. While the first item is straightforward to check, the second
is not. To verify it, we design a game in which the two players construct a local run, and the
received data are chosen by Environment.

4.1 Invariant game for signature BGR

Intuitively, the two players construct a local run by picking the transitions from their
respective states, and Environment picks the data received at each step, when they are not
already determined by the chosen transition. If at some point the d-input gets out of I for
some d then the game stops and Controller wins. If the output gets out of I then the game
stops and Environment wins. If none of the two happen and the game goes on forever then
Controller wins. This characterises the capacity of Controller to keep outputs within a given
invariant, but if we made the choice of data explicit this game would be infinite.

We reduce it to a finite reachability game, called the invariant game which we can solve
by a simple fix-point computation.

A first observation is that it is always in Environment’s best interest to choose fresh data
that were never seen before, as they come with the smallest d-input. Thus whenever we
receive a datum that is not in the registers we can assume that the associated d-input is
empty. This means that we do not need to remember the d-inputs associated to every datum
of the local run, but only those that are currently in the registers.

To formalise this, we need to define the inputs and output of sequences of transitions.

The idea is that we can assume that every datum that disappears from the registers will
never appear again. In order to check whether some d-input gets out of I, we only need to
keep track of the sequences of letters received with the data currently in the registers. We
call those the recent inputs. Furthermore, in our model of register transducers, a received
datum always appears in at most one register at a time, and while it is not forgotten, it
stays in that one register. This will let us read the recent inputs directly from the sequence
of transitions.

Given a sequence of transitions d; - - - J; of R, we define its output as the sequence of
letters sent by broadcasts. For all registers i € [1,r], we also define its recent input on i as
the sequence of letters received with an equality transition with register i since it was last
updated. Formally, the output of 7 - - - dx is defined inductively as Out(e) = ¢ and

Out(dy - - - k) if dx+1 is a reception,

br(m,1

Out(51-~5;¢+1) = )
Out(dy -+ - 0g)m  if d41 =——for some m.

The recent input on ¢ is defined as recentln;(¢) = ¢ and:

m if Opy1 :M for some m and 1,
recentln;(d1 - -+ Ox41) = q recentln; (8 -+ 8)m  if i1 = rec(m =9, for some m and i,
recentln; (01 - - - 0g) otherwise.

Note that we always have recentln;(d1 - - ) = €, as we assumed that no reception is
made using register 1.

The invariant game ZG(G,I) goes as follows. The set of vertices is simply Qr. From
each vertex ¢ € Qr, players choose a transition from ¢ in Ag.. Controller chooses the next
transition when the current vertex is in @y, Environment when it is in Qeny -
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If at some point the play @ = d; - - - §; is such that recentln;(7) ¢ I for some ¢ > 2 then
Controller wins.

If at some point the play m = d; - - - 0y is such that Out(rw) ¢ I then Environment wins.
If the play goes on forever without any of those things happening then Controller wins.

We start by showing that we can solve this game by considering it as a regular safety
game. We obtain as a corollary that if Environment wins then he can win in a bounded
number of steps. Define ¢(R, B) := |R|(||B]| + 1)/ ®IUBI+1)

» Lemma 19 (Decidability of the invariant game). Given a BGR over protocol R and a finite
set of words B, we can decide in exponential time whether Controller has a winning strategy
in IG(G, (BT1)¢). Furthermore, if Environment has a winning strategy then he has a strategy
to win in at most p(R, B) steps.

Proof. By Lemma 8, B1 is a regular language, recognised by a deterministic finite automaton
Apr = (Qp, M, A, qf, Fp) with (||B|| + 1)(BI+1) states.

We can construct a deterministic automaton B over the alphabet A that reads plays
81 -+ 0 of ZG(G, (B1)°) and accepts exactly the winning plays for Environment. Its set of
states is (QpB)", plus a rejecting sink state | and an accepting sink state T, which is the
only accepting state. The first component keeps track of the state reached in Ap4 by the
output of the sequence of transitions. The others keep track, for each register i > 2, of the
state reached by the recent input on ¢ in Apy. Transitions of that automaton are easy to
infer from the definition of output and recent input on 7. The automaton goes to L if the
recent input on i is in BT for some 4, or if it sees a reception transition of a message m € B7T.
It goes to T if the output is in BT.

By Proposition 10, we can solve this game in polynomial time in the size of the automaton
B and the size of the arena of ZG(G,(BT1)¢) (i.e., |R]|), that is, in exponential time in
[|B|| + |B| + |R|. Furthermore, if Environment has a winning strategy then he has one that
guarantees that he wins in at most ¢(R, B) = |Ap+|"|R]| steps. <

We have two things to prove: First that a winning strategy for Controller in ZG(G,I)
yields a control strategy o for which I is a sufficient invariant. Then, that a winning strategy
for Environment in ZG(G, I') implies that there is no control strategy for which I is a sufficient
invariant.

» Lemma 20. Let I C M* be a downward-closed set of words containing € and not Mep,. If
Controller wins the invariant game ZG(G, I) then there is a control strategy o such that I is
a sufficient invariant for o.

» Lemma 21. Let o be a control strategy. Let I C M* be a downward-closed set of words
containing € and not Mey., and let B be the basis of I°.

If Environment wins the invariant game ZG(G,I) then there is a o-local run of length at
most p(R, B) with an output not in I and all d-inputs in I.

Proof. By Proposition 10 there exists 77¢ a winning strategy 77¢ for Environment in the
invariant game ZG(G, I') such that Environment always wins in at most (R, B) steps.

We construct a o-local run of length at most ¢(R, B) with an output not in I and all
d-inputs in I. To do so, we apply 7zg to choose transitions and we choose data by always
picking a datum never seen before in the run, when the datum is not determined by the
transition.

Let (so,¢p) be an initial configuration of R. We define iteratively a sequence of steps

op; (my,dx)

(Sk—1,Cl—1) s, (Sk,cr) as follows. Suppose we defined them up to (sx—1,ck—1),
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and let uip_; be the local run defined so far. We first choose d0p: If sx_1 € Qctn then
(Sk = a(uk,1)7 otherwise 619 = TIg(61 s (5;6,1).
We then choose dy:
If §y, is a broadcast transition of letter m, we set dy = cx(1) (the initial datum of the
local run).

If 6% is a record transition, we pick a datum dj that does not appear in ug_; before.

If 6 = sp_1 M s is an equality transition of letter m, we set d = cx—1 (7).

Clearly we maintain the fact that uy is a o-local run and d; - - - 6, is a 7z¢g-play in ZG(G, I).

We stop when 07 - - - 0 is winning for Environment in ZG(G, I), which happens for some
K < ¢(R,B). Let u = ug be the local run obtained at the end.

It remains to show that the output of w is not in I while all its d-inputs are in I. To do
so, we rely on the following claim:

> Claim 22. For all register ¢ and index k, recentln;(dy - - - d) = Iny, (cx(4)). Furthermore,
Out(6y - - - 0x) = Outgign (ur)

Proof. By a straightforward induction on k. |

By definition 6; - - - 0k is a winning 77¢g-play for Environment, hence its output is not
in I, thus Outg; g, (u) = Outy;g,(uk) is not in I either. Let d € D a datum appearing in
u, and let k be such that (s, cx) is the last configuration in which d appears. Let i be the
register such that ¢, (i) = d. Then we have In,(d) = In,, (cx (7)) = recentln;(d1 - - - 0). As
T7g is winning for Environment, recentln;(é; - - - d) € I, and thus In,(d) € T.

We have found a o-local run of length at most ¢(R, B) whose output is not in I while all
its d-inputs are. |

Our next step is to bound the minimal size of a sufficient invariant for some winning
control strategy o when there is one. The idea is as follows: Take an invariant I such
that the basis {w1,...,wg} of I has as few elements as possible. We can assume that
|wi] < -+ < |wg|. Then we know that, for all ¢, {w,...,w;} is not a sufficient invariant
for . Hence by Lemma 21 we get a o-local run of bounded size breaking the invariant
{wy,...,w;}, which forces {w;t1,...,w} to contain a word of bounded size. This bounds
the size of w;1 with respect to wy,...,w;, as stated in the lemma below.

Define ¢)(n) = |R|(n + 1)IMI" "' +1

» Lemma 23 (Bounding the size of the invariant). Let G a signature BGR. There is a winning
control strategy for G if and only if there is a sequence of words wy, ..., w, € M* such that

Controller wins ZG(G,{w1, ..., wi}T°),

and for all i € [1, k], |w;| < ¥(Jwi—1]).

We will can now leverage the Length Function Theorem to bound the size of the basis of
I¢ in Lemma 23.

» Theorem 24. SAFESTRAT is decidable and in ¥ for signature BGR.

Proof. Let G a BGR. We apply the Length Function Theorem with ¥ = M and g(n) =
n(n + 1)”"+1+1. We obtain a function f € % m-1 such that every (g,n)-controlled bad
sequence of words wg, wy, ..., w, has at most f(n) terms.

We use a non-deterministic algorithm that guesses a sequence of words w1, ..., w such
that wy = Mer and |w;| < |wip1| < Y(Jw;|) for all i. One can straightforwardly check that
then we have |w;| < g (|R| + M| + 1) for all i.
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Let B = {wp, w1, ...,wg}. The algorithm checks that there exists a strategy o such that
the complement of {wq, w1, ..., wy} T is a sufficient invariant for o, by solving the invariant
game ZG(G, ({wo, w1, ..., wx } T)¢). This can be done in exponential time in |R|+ &k + |wg]|, by
Lemma 19. We accept if there is such a strategy and reject otherwise.

By Lemma 23, this algorithm is correct. We can make it deterministic with an exponential
blow-up in the time complexity. The time required by this algorithm is therefore h(f(|R|+
|M]|+1)) with h a primitive recursive function. As % jm -1 is closed under composition with
primitive recursive functions, the algorithm takes a time bounded by a function of 7 i 1.

As a consequence, the problem is in F . (see [22] for details). |

5 General case

In this section we generalise the previous result to all BGR.
» Theorem 25. The SAFESTRAT problem is decidable in F . for general BGR.

We fix a BGR G = (R, Qctri, Qenv, Merr) for the rest of this section.

The general structure of the proof is the same as before, but the removal of the signature
hypothesis makes it significantly more technical. The main difference between the signature
and general models is that in the latter a process can send acknowledgements to a process it
received messages from, as in the right protocol in Figure 1.

We make the following observation: Say an agent receives a message (m,d) with d its
initial datum; this is possible in general BGR but not in signature ones. Then this means
that other agents, which did not have this datum initially, received enough messages with
datum d to be able to broadcast (m,d). Intuitively, we can copy these agents many times,
which allows us to assume that we have an unlimited supply of messages (m,d). In sum, we
will show that if an agent sends a message (m,d) with d that is not its initial datum, then
from this point on we can assume that messages (m,d) are for free. This intuition justifies
the definition of decomposition, which summarises the sequence of letters sent with a given
datum during a run. It details the sequence of letters sent by the agent with that datum
initially, and the points at which each letter is first broadcast with that datum by another
agent. These decompositions were already used for the verification of those systems [13].

» Definition 26. A decomposition is a tuple dec = (vo,m1, ..., Vg—1, Mg, V) wWith mg, ..., my
distinct letters of M and v; € M* for all i.

A word w € M* matches dec if w = wq - - - wg where each w; can be obtained by inserting
letters from {mq,...,m;} in v;.

» Example 27. Let M = {a,b,c}. Then dec = (abba, a, cbc, b, cc) is a decomposition. The
word abbacabaacbabcbca matches dec as we can cut in in three parts babebea, and

can be obtained by adding some a to cbc and babcbca can be obtained by adding
some a and b to cc.

We write Lgec for the language of words that match dec. Given a family of upward-closed
sets of words (Jp,)mem, we define D((Jp,)merm) as the set of decompositions

’D((Jm)mef\/l) = {(UOvmla e 7vk717mkvvk) | V’L, L(?)o,77l1,...,1),;_1) N Jml 7& ®}

With an additional downward-closed set I, we also define

D(I (Jm)meM) = {(U07m13 s avk—lymkvvk) | Vo Uk € IaVia ‘c(v077711,...7vi,1) ﬁJ’rm 7é (D}
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Finally, the set of words producible by I, (Jm)menm is

L:(I, (J'm,)me./\/l) = U Acdec-

dec€D(I,(Jm)mem)

We say that a local run w with initial datum d is compatible with a decomposition dec =
(vo, M1y ..y Vk—1, Mg, V) if u=wg - ug where v;C Outg(u;) and Ing(u;) € {mq,...,m;}*
for all 4.

Here I should be thought of as the set of words over M that can be broadcast by an
agent with its initial datum. Meanwhile, J,, represents the set of words w over M such that
an agent can broadcast (m,d) with d not its initial datum while having received before only
(a subword of) w with that datum. It can be read as the “cost” of a message m: in order to

receive a message (m,d) you should first broadcast a sequence of letters of J,,, with datum d.

A decomposition (vg,mq,...,vx) is a scenario of the sequence of letters broadcast over
a datum d during a run: The agent who has d as initial datum broadcasts vg - - - v with
it, while mg, ..., m; mark the points at which each of those letters is first broadcast with
datum d by another agent.

Then, we can see D(I, (J,)mem) as the set of decompositions (vg, m1,...,v) that are
compatible with the invariant I, (J,,)mear. The condition vg - - - v, € I means that an agent
with d as initial datum should be able to broadcast vg - - - v, with it. The other condition
says that for all ¢ there is a word w € L(yy,m,,....v;_1) N Jm,. This should be read as follows:

w € Jp,, means that if we can broadcast the sequence w with datum d, we can make an

agent broadcast (m;,d)

w € Lygmy,...v;_,) Means that we can broadcast the sequence w with datum d, as we

can obtain it from vg - - - v;_1 by adding enough mq,...,m;_1.

5.1 Characterisation of winning strategies with invariants

An invariant for general BGR is made of a downward-closed set of words I C M* (the
sequences of letters that may be produced over some datum) and an upward-closed set of
words J,,, € M* for each letter m (the sequences of letters that allow an agent to send a
message (m,d) with d that is not its initial datum).

» Definition 28 (Invariants for BGR). An invariant for general BGR is a pair (I, (Jm)mem)
with I C M™* a downward-closed set of words and, for all m, J,, C M* an upward-closed set
of words. We say that it is sufficient for a control strategy o if the following conditions hold.

l.eel, mer &l and Jp, NI=10
2. E(Iv (']'m)’m,e./\/l)) cI
3. For all initial o-local run w with initial datum d, if:
(i) w is compatible with a decomposition dec € D((Jn)mem), and
(i) for alld #d, Ing(u) €1,
then we have that
(a) Outy(u) € I
(b) for allm € M and d’ # d, if u contains a broadcast of (m,d’) then Ing (u) € Jp,.

We once again prove that every winning control strategy has a sufficient invariant. The
proof is presented in Appendix C

» Lemma 29 (Invariants characterise winning strategies). A control strategy o is winning if
and only if there exists a sufficient invariant (I, (Jm)mem) for it.
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5.2 The invariant game

We have characterised winning control strategies using invariants.The next step is to consider
an invariant (I, (Jp,)meam) and show that we can construct a game in which the two players
determine whether there is a control strategy for which this invariant is sufficient.

We proceed as in Section 4. First we consider a game played on R where players pick a
sequence of transitions (the next transition is chosen by the player owning the current state),
and Environment picks the data when needed. The goal of Environment is to eventually
obtain a local run u that satisfies either 3a or 3b but neither 3i nor 3ii, i.e., contradicting the
invariant. The goal of Controller is to avoid this forever.

We define formally the invariant game ZG(G, I, (Jyn)meam) for general BGR in Appendix C.
We show that Controller wins that game if and only if she has a control strategy in G for
which (I, (Jm)mem) is sufficient. Furthermore, we show that when Environment wins we
can obtain a local run contradicting the invariant of bounded size with respect to G, I and
(Jm)mem- This lets us bound the size of a sufficient invariant when it exists, using the
Length Function Theorem.

» Theorem 30 (Main theorem). SAFESTRAT is decidable and F . -complete.

6 Allowing agents to see data

So far we only considered control strategies that chose transitions based on the previous
sequence of transitions, and not the sequence of data received. It is natural to wonder what
happens if we use strategies of the form o : (AD")* — A. For this section we will only
consider the signature case to make things easier. We conjecture that the following proof
can be adapted to the general case.

A central ingredient in this proof is Ramsey’s theorem on infinite hypergraphs, which
extends naturally Ramsey’s theorem on graphs [20]. It states that if we colour every subset
of size k of an infinite set while using finitely many colours, then there is an infinite subset
in which every k-subset has the same colour.

We now define data-aware control strategies. They are functions o : D(A x D)* — A.
The next transition is chosen based on the local run taken so far, including the initial datum
and the data received. Notions of o-local runs and o-runs are extended naturally.

» Theorem 31. There is a winning data-aware control strategy for G if and only if there is
a winning control strategy for G.

Proof sketch. We show that there is a function h such that whenever a strategy is losing
there is a losing o-run of a certain shape where each agent has a local run of length at most
h(|G]). Assume we have a winning data-aware control strategy. We then colour every set
of h(|G]) data according to the behaviour of that strategy on local runs of length < h(|G])
where those data appear. We apply Ramsey’s theorem to obtain an infinite set of data on
which the strategy behaves the same on “short” local runs. This defines a control strategy
which does not fail on runs where local runs are of length < h(|G|). By definition of h, the
resulting strategy is winning. <

By combining this with Theorem 16, we obtain the following result.

» Corollary 32. The existence of a winning data-aware control strateqy for a BGR is decidable
and F . -complete.
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7 The case of one register

The construction of [13] for the F . lower bound only requires two registers. We studied
in Section 3 the complexity of those problems when protocols do not have registers. The
remaining gap is for protocols with one register. We call them 7/BGR. They offer an
intermediate step in terms of tractability and expressivity between the protocols without
registers and the general case. Those protocols can sign messages with their initial identifier,
and check that several messages have the same datum, but not simultaneously. They relate
to Petri nets and population protocols with data, as those only allow each process to store
one datum. In particular, the subclass of 10 population protocols with data can be seen as a
particular case of BGR with one register.

We investigate the complexity of SAFESTRAT for 1BGR. In this case, a record transition
essentially resets the memory of the process. This lets us split the invariant game used in
the general case into simpler games: the output game and the echo games.

» Theorem 33. SAFESTRAT is NEXPTIME-complete for 1BGR.

A strategy o : V* — V for a two-player game is positional if its output only depends
on the current state, that is, for all w,w’ € V* and v € V' we have o(wv) = o(w'v). We
rely on the following criterion, which can be used to show that a player can win with a
positional strategy. A language L is submixing (or concave) if whenever we have words
Ug, U1, - .. and vg, vy, -+ such that woui --- ¢ L and vovy - -+ ¢ L then ugvguivy -+ ¢ L. It
was shown in [17] that if an objective is submixing then player P, has a positional optimal
strategy in all games with this objective.

We rely on the characterisation of winning control strategies by the invariant game, as
stated in Lemma 45 and 48. It turns out that for IBGR, the invariant game can be split into
several simpler games. Essentially, we consider the recording of a new value in the register as
a reset of the game. We define two different games: in the output game the players build the
part of the local run before the first record transition. In the echo game the players build an
interval of the local run between two record transitions.

We show that in the first game Controller can always use a positional strategy (Lemma 57)
while in the second one it is Environment who can stick to positional strategies (Lemma 58).
In both cases we use the submixing property of their objectives to prove it.

We also prove that the winners of those games determine the winner of the 1BGR
(Lemma 59). The positionality of Environment’s strategy in the echo game then lets us
bound the size of the invariants necessary to witness the existence of a winning control
strategy for Controller (Lemma 62). We exhibit an NEXPTIME algorithm, in which the
non-deterministic guess is the invariant and a positional strategy for Controller in the output
game. The lower bound follows from a reduction from the exponential grid tiling problem.

8 Conclusion

We showed decidability of SAFESTRAT for a powerful parameterised distributed model. We
showcased a method for distributed controller synthesis through invariants by using it for
increasingly complex versions of the model. We also match every resulting complexity class
with a lower bound, which tends to show that this method makes sense for this model.
The most promising future direction is to develop invariants for other models of distributed
systems in order to obtain more decidability results. We can also investigate the relation
between other distributed models with data and BGR, especially 1BGR.
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A  Missing proof from Section 3

» Lemma 12 (Invariants characterise winning control strategies). A control strategy o is
winning if and only if there exists a sufficient invariant I C M for it.

Proof. = Suppose ¢ is winning. Let I be the set of messages such that there exists a o-run
in which they are broadcast. We show that I is a sufficient invariant for o.

As o is winning, me,, can never be broadcast, thus m.,, ¢ I. Suppose by contradiction

op;(m op,(m op, (m
that we have a o-local run sg g)gl s 2(m2) 5y () ok

broadcasting some m,,; ¢ I and only receiving messages of I. Then we can construct a

Sk with S0 = Sinit

o-run in which my,; is broadcast.
We proceed by induction: for all i € [0, k], we show that there is a run g; whose projection

opi(m1),  opi(mi)

on some agent a is sy s; 8i- For ¢ = 0 this is immediate. Let ¢ > 0,

suppose we constructed g;_1, and let us construct g;. Let A;_; be the set of agents of g;_1.

If 5,4 Mﬂ;i s; is a broadcast step, then we simply execute g;—; and then make a

apply that broadcast, which no other agent receives.

op;(m;) . . . . . .
If s;_1 ——=;, s; is a reception step, in which a message type m is received, then we

have m € I, by construction of the o-local run. Hence there exists a o-run g,, over a set
of agents A,, in which m is broadcast. Up to renaming agents, we can assume that A;_;
and A, are disjoint. We then define g; over A;_; LI A, by executing 0,1 over A;_1,
then executing g,, over A,, up to the point before an agent a,, broadcasts m. Finally,
we make a,, broadcast m and a receive it.

op, (m1) op, (m;)

In both cases we obtain a o-run in which the local run of a is 59 ———5, - - ——5, si.

In particular, for i = k, we get a o-run in which m,,; is broadcast. As mgyu: ¢ I, this
contradicts the definition of I. Hence I satisfies both items of the lemma.

<= Suppose there exists I C M satisfying the conditions of the lemma. Suppose by
contradiction that there is a o-run g in which me,., is broadcast. Let m be the first message
broadcast in ¢ that is not in I, and a the agent broadcasting it. Those are well-defined as
Merr ¢ I. Let o' be the prefix of ¢ stopping right after that broadcast. The projection 7, (o)
of ¢’ on a contains a broadcast of m but no reception of any m’ ¢ I, a contradiction. <

» Lemma 34. The SAFESTRAT problem is NP-hard for BGR without registers.

We reduce from the graph 3-colouring problem [25].

for each e = (v,v') € E and
ce{1,2,3}

pu ~
br(vn, 1) br(vn, 1) rec(ly

br(vn, 2)
e Up, q :

br(vi,3) br(vn, 3)

Figure 3 Illustration of the lower bound proof from Theorem 13.
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Consider an undirected graph G = (V, E) with V = {vy,...,v,}. We build a BGR with
no registers as in Figure 3. From the initial state Controller chooses one of (v;, 1), (v;, 2), (v;, 3)
for each i € [1,n] and broadcasts it. Then Environment picks an edge e = (v,v’) € E and
¢ € {1,2,3} and tries to reach ¢, by receiving (v, c) and (v, c).

A strategy for Controller comes down to a colouring of V. It is winning if Environment
can find an edge e and ¢ such that both ends of e are coloured with c¢. In other words,
Controller wins if and only if the selected colouring of V' is a valid 3-colouring of G.

B  Missing proofs from Section 4

We show that the invariants defined for signature BGR are accurate witnesses for winning
control strategies. The idea behind this construction already existed in [13].

» Lemma 18 (Invariants characterise winning strategies). A control strategy o is winning if
and only if there exists a sufficient invariant I C M* for it.

Proof. = Suppose ¢ is winning. Let I be the set of words such that there exists a o-run, an
agent a and a datum d such that w is a subword of the d-output of the projection of that run
on a. The empty word is in [ as it is the output of a local run of length 0, which is a o-run. As
o is winning, me,, can never be broadcast, thus me,, ¢ I. For the other condition, consider

op, (m1,d1) op,(m2,dz) opy, (Mmy,d)
) vs, (81,01) ———5, + - ————5, (Sk, cx) whose

a o-local run u = (sg, o
d-input is in I for every datum d.

Then we can construct a o-run in which some agent has output Out;g, (u), thus proving
that Out,; g, (u) € I. This construction is illustrated in Figure 4.

Let D be the set of data appearing in u. For each datum d € D, let wy be the d-input of
u. As wq € I, there exists a o-run g4 such that wy is a subword of the output of an agent ag4.
Let A4 be the set of agents of that o-run.

Up to renaming data and agents, we can assume that the initial datum of ag4 in g4 is d,
and that the o-runs (04)qep operate over disjoint sets of data and agents.

We take a fresh agent a. We construct a o-run ¢ over {a} U| |, Aq as follows. We make
a follow the local run u. Whenever a needs to receive a message (m,d), we run gq over Ay
until a message (m, d) is broadcast by ag, and make a receive it. Then we continue running
u. As Ing(u) is a subword of the output of 7., (0q) for all d € D, we eventually run v in full.

This yields a valid o-run in which u is fully executed by a. Hence we have a o-run in
which agent a outputs Out;g, (u). By definition of I, we thus have Outg;g, (u) € 1.
<= Suppose there exists I C M* satisfying the conditions of the lemma. Suppose by
contradiction that there is a o-run ¢ in which m.,, is broadcast.

Let p_ be the maximal prefix of g such that the output of each agent is in I. It is
well-defined as e € I, thus the prefix of ¢ with no step satisfies that condition. As mep. & I
and [ is downward-closed, I does not contain any word containing m.,,.. Hence the output
of o is not in I, and thus p_ is a strict prefix of p.

Let a be the agent making the broadcast of the step right after g_ in o, and let m be the
message it broadcasts. Let o4 be the prefix of p made of p_ and that extra step.

Let w_ be the output of a in p_. For all d € DD, the d-input of a in p_ must be a subword
of the output of another agent. By definition of ¢o_, the d-input of a in g_ is thus in I for all
d. As the d-input of a in g and g4 is the same, the d-input of a in g4 is in [ for all d. By
maximality of p_, the output of a in g4 is not in I.

This contradicts the second condition on I given by the lemma. <
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, br(b, d) br(b, d)
L o) I 3 () Br(a, d) br(a,d)
br(a,d) br(a,d) br(b,d)_
01 ; Dy br(b,d) br(a,d) >
br(b, d) br(b, d)
br(a,d) br(b,d) br(a, d) br(a, d) -
br(a, d) br(a, d) br(b, d) -
p: >
br(b, d) br(a, d)

Figure 4 Illustration of the proof of Lemma 18. Most information is omitted, we only represent
schematically the relevant broadcasts and receptions. Data are represented by colours. If we have a
local run w outputting bb and for each d a run in which an agent outputs the d-input of u, then we
can rename some data and compose those runs to form a run in which an agent outputs bb. Local
runs of relevant agents are coloured with their initial datum.

» Lemma 20. Let I C M* be a downward-closed set of words containing € and not mep.. If
Controller wins the invariant game ZG(G, I) then there is a control strategy o such that I is
a sufficient invariant for o.

Proof. Let ozg be a winning strategy for Controller in ZG(G, I). We define o as the control

.d
strategy in which Controller follows ozg. That is, given a local run u = (sg, ¢o) M)

opy, (Mmy,d)
ST,

01

s, (Skyck), we set o(u) = ozg(d1 -+ O)-
We show that [ is a sufficient invariant for o. Assume by contradiction that we have

»d (M, d
a o-local run u = (sg, o) oPy(m1,d1) L OP (i ) 5. (8K, ck) such that u has an output

outside of I, and its d-input is in [ for all d € D. We then show that m = d; - - - §i is a losing
ozg-play for Controller in ZG(G, I). As u is a o-local run, by definition of o, §; - -0y is a
ozg-play.

For all j € [0, k] let u; be the prefix of u up to (s;,¢;) and m; =61 --- ;.

> Claim 35. For all j € [0,k] and i € [2,7] we have recentln;(7;)C In,,(c;(i)) and
Out(wj) = Outsign(uj).

Proof. By a straightforward induction on j. <

We can instantiate the previous claim with j = k to obtain Out(7) = Outg;g,(u). As we
assumed that Outg;g, (u) ¢ I, we have Out(m) ¢ I. As the d-input of uw is in I for all d € D,
and [ is downward-closed, the letters of all messages received in w are in I. Moreover, by the
previous claim, for all j € [0, k], we have recentln;(m;)E In,, (c;(i))C Iny(c;(i)) € I. As I is
downward-closed, we have recentln;(7;) € I for all 4, j.
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As a result, 7 is a losing ozg-play for Controller. This contradicts the assumption that
ozg is a winning strategy for ZG(G,I). In consequence, there is no o-local run u whose
output is outside of I, and whose d-input is in [ for all d € D.

This means that I is a sufficient invariant for o. <

» Lemma 23 (Bounding the size of the invariant). Let G a signature BGR. There is a winning
control strategy for G if and only if there is a sequence of words wy, ..., w, € M* such that
Controller wins ZG(G,{w1, ..., wi} 1),
and for all i € [1,k], |w;| < Y (|Jwi—1]).

Proof. Suppose there is a winning control strategy o. By Lemma 18 there is a downward-
closed sufficient invariant I C M* for ¢. By Lemma 21, Controller wins ZG(G, I), so the
first condition is satisfied.

For the second condition, as I¢ is upward-closed it has a finite basis B. Let wg, w1, ..., W
be the elements of B sorted by length. We can assume that we took I so that k is minimal. For
all j € [1,k], we define B; = {w; | i < j} and I; = B; 1. Note that we have I C I, C ... C I,.
As T contains € and not me,,, we can assume wy = M. By minimality of k, for all j € [1, k]
the set I; is not a sufficient invariant for o.

By Lemma 21, there is a o-local run of length at most ¢(R, B;) whose output is not in
I; and whose d-inputs are all in I;. As [ is a sufficient invariant for o, one of those d-inputs
must not be in I. We choose one of those and call it w. As a consequence, there exists wy
with £ > j such that w,C w, and thus |w,| < |w| < ¢(R, Bj). As |w;| < |w;4+1| for all 4, this
implies |w;| < p(R, B;) = [R|(||B;|| +1)IBi1+1) . As w;_; is of maximal length among words
of Bj, we have ||B;|| = |wj_1| and | B;| < |[M|lwi-1l+1,

As a result, |w;| < |R|(Jw;-1| + 1)‘/\’”““"71“r1+1 = 1(Jw;j_1]). Thus the second condition
of the lemma is also satisfied.

The other direction follows by Lemma 20 and Lemma 18. |

C Missing proofs from Section 5

C.1 Characterisation of winning strategies (Section 5)

» Lemma 29 (Invariants characterise winning strategies). A control strategy o is winning if
and only if there exists a sufficient invariant (I,(Jm)mem) for it.

This section is dedicated to the proof of this lemma. To do so, we need an argument
that resembles the construction illustrated in Figure 4. However, the construction gets more
involved in this case.

We can start by proving the easier direction of the equivalence, given by the following
lemma. The general structure of this construction already existed in [13]. However, the
different nature of the objects used here and there make it difficult to use their proof as a
black box. We have to go through all the steps here.

» Lemma 36. If there exists a sufficient invariant (I,(Jm)mem) for a control strategy o
then o is winning.

Proof. Suppose ¢ has a sufficient invariant (I, (J,,)mem). Suppose by contradiction that
there is a o-run o in which m.,, is broadcast.

Let a be an agent broadcasting me, in g, let u be its local run.

We first show that the local run of a in ¢ does not satisfy 3a and 3b.



848

849

850

851

852

853

854

855

856

857

858

859

860

861

862

863

864

865

866

867

868

869

870

871

872

873

874

875

876

877

878

879

880

881

882

883

884

885

886

887

888

889

890

891

892

893

894

C.

we

Mascle

If M, is broadcast in u with its initial datum then, as me ¢ I and I is downward-closed,
cannot have Outy(u) € I. On the other hand, if m,,,. is broadcast in « with another

datum d’ then as Jy,,,. =0, Ing (u) & Jp.,.. Hence u does not satisfy 3a and 3b.

Let o be the maximal prefix of g such that the local runs of all agents satisfy 3a and 3b.

It is well-defined: we saw that the full run ¢ does not satisfy this requirement, and as € € I,
the prefix of o with no step satisfies it. Furthermore ¢o_ must be a strict prefix of o.

Let a be the agent making the broadcast of the step right after o_ in g, and let m be the

message it broadcasts. Let g4 be the prefix of p made of p_ and that extra step.

By maximality of po_, there must be an agent whose local run in ¢4 does not satisfy 3a

and 3b. This agent can only be a: all agents satisfied both conditions in ¢_, an agent cannot
switch from satisfying to not satisfying those conditions without making a broadcast (for

3h,

this is due to the fact that all J,, are upward-closed), and a is the only one who made a

broadcast in the last step.

As a consequence, the local run uy of a in gy must dissatisfy either 3a or 3b. It remains

to show that uy satisfies both 3i and 3ii to obtain a contradiction.

Ut

We start by showing that the local run u_ of a in g_ satisfies 3i and 3ii.

Let d be the initial datum of u_. Let my,...,m; be the letters such that (m;,d) is
broadcast by an agent that is not a during ¢o_. Let us cut p_ into sections gq - - - o such
that gg - - 0; is the maximal prefix of po_ in which (m;,d) has not been broadcast by
any agent apart from a. For each ¢ let u; be the projection of p; on a. We thus have
U_ = ug---ug. Let a,,, be the first agent different from a who broadcasts (m;, d) and let
Um, be the projection of p_ on a,,,. Let w; be the sequence of letters broadcast in g;
with datum d.

Consider the decomposition dec = (vg,my, ..., Vg_1, Mk, Vx) where v; = Outy(u;). By
definition u_ must be compatible with it. Let i € [1,k]. As u,,, satisfies 3b, we
have Ing(u,,) € Jm,. By definition, we must have Ing(u,,,)C wo---w;—1 and thus
Wo - Wi—1 € Jm, as J,, is upward-closed. Furthermore, each w; (the letters sent
in p; with datum d) can be obtained from v; (the ones sent by a) by adding letters
of {m1,...,m;} (the broadcasts of other agents). As a result, we have wy---w;,—1 €
L (vy,mi,...vs_1)- Weobtain that wo - - - w;—1 € Jim;NL(vg ma ... vi1)s thUS T, VL (0 ma o vs 1)
is not empty. In conclusion, dec € D((Jm)mem)-

We now show that u_ satisfies 3ii.

Let d’ # d. If d’ does not appear in o_ then Ing (u_) =¢ € L(I, (Jn)mem)). Otherwise,
let @’ be the agent whose initial datum in g is d’. We set w’ the sequence of letters
broadcast with datum d' in g_. Clearly Ing (u_)C w’. In order to show that Ing (u_),
it suffices to show that w' € L(I, (Jn)mem))-

We use the same arguments as for the previous item: we cut g_ into sections g - - - g},
according to the times at which new letters are broadcast with d’ by agents other than
a. We then construct a decomposition dec’ = (vf, m},...,v}_,,m},v,) where m/ is the
message broadcast with d’ at the start of ¢} and v} is the sequence of letters broadcast by
a’ in g

We argue as before that w’ € Lyeer and dec’ € D(I, (Jn)mem)-

We have shown that u_ satisfied 3i and 3ii. To obtain a contradiction, we must show that
satisfies them as well. By definition, u, is u_ with an additional broadcast at the end.
Let dec = (vg, mo, - -, k) € D((Jm)mem) be a decomposition such that u_ is compatible
with dec. We have u_ = wg---uy where v;C Outy(u;) and Ing(u;) € {mq,...,m;}*
for all i. Let uﬁ be uy to which we append the last broadcast in uy. We obtain
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U_ = ug-- -uk,luz. Since vxE Outy(uk)C Outd(u;) and Ing(ug) = Ind(uZ) IS
{ma,...,mg}*, we conclude that u, is compatible with dec. Hence u satisfies 3i.
AsIng(u_) = Ing (us) for all ' € D, uy satisfies 3ii.

In conclusion, we have constructed a o-local run u, such that u, satisfies 3i and 3ii but
not 3a and 3b, yielding a contradiction.
<

We must now prove the other implication of Lemma 29. Intuitively, the argument goes
as follows.

We define a notion of partial run. This is a run of a set of agents, but some messages can
be received without being broadcast. They are called unmatched receptions. A local run is a
particular case of partial run, with a single agent.

We assume that o is winning. We take I as the downward-closure of the set of words
w € M* such that there is a o-run g in which the sequence of messages w is broadcast,
all with the same datum. For each m, we set J,, to be the upward-closure of the set of
words w = myq - - - m,, such that there is a o-partial run in which the sequence of unmatched
receptions is of the form (mq,d) - -- (my, d) for some d € D, and (m, d) is broadcast at some
point. This should be understood as follows: if we have a run in which (mq,d)- - (my,,d)
is broadcast, then we can compose it with the partial run above, match all the unmatched
receptions and obtain an extra broadcast of m.

The difficulty is to show that those sets form a sufficient invariant for . In particular,
we need to take a o-local run u satisfying 3i and 3ii and show that it satisfies 3a and 3b.
We do that by building o-runs in which the local run of some agent is u.

We rely on several technical lemmas. Lemma 38, 39 and 40. Their statements are involved
but they come with illustrations that should give helpful intuition. Before reading the details
of those lemma we recommend that the reader reads the proof of Theorem 29 at the end of
this section, to better understand how those lemmas are used.

C.1.1 Definitions for partial runs

For the following proof we need to introduce the notion of partial run, which describes the
projection of a run on a subset of agents. We then show a key technical lemma that allows
us to construct a run from a local run and a set of suitable partial runs.

We will use this lemma to prove a characterisation of winning control strategies using
some invariants, like in the previous sections.

» Definition 37. Let v,~' two configurations.

A partial step v —, ' is defined if either v — ' (normal step) or there exist m € M,

d
) XD, 5/ (a) for some reception

d € D such that for all agent a either v(a) = 7' (a) or y(a
transition § (unmatched reception of (m,d)).

A partial run o is a sequence of partial steps. It is initial if it starts in an initial config-
uration. Its d-input Ing(p) is the sequence myq---my of letters corresponding to unmatched
receptions with datum d in 9. Its d-output Outy(p) is the sequence of letters corresponding

to broadcasts with datum d in o.

Note that a local run can be seen as a partial run with a single agent. Given a control
strategy o, a o-partial run is a partial run in which the local runs of all agents are o-local
runs.
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A datum d is initial in p if it appears in the first configuration. We extend the notion
of compatible to partial runs: A partial run o is compatible over d with a decomposition
dec = (vg,m1,...,vx) if 0 = go--- 0 and for all i € [0,k], v;C Outy(o;) and Ing(p;) €

{ma,...,m;}*, with d an initial datum of some agent in p.
The following lemmas give us ways to compose partial runs to obtain complete runs.
Suppose we have a partial run ¢ compatible with a decomposition dec = (vg, m1, ..., vg)

over an initial datum d.
Suppose that we have, for each non-initial datum d’, a run g4 such that Ing (0)C Outy (04/)-
Also suppose that for each j € [1,k] we have a partial run ; such that Ing(o}) €
L (vg,mi,....vi_1) and which contains a broadcast of (m,d), and no unmatched receptions on
data other than d.

First, we show that given a word w € Lgec We can use the g; to extend p and obtain
a o-partial run which is still compatible with dec and whose d-output contains w as a
subword. This is done by composing ¢ with many copies of each p; to fill in the missing
broadcasts.

Then, we show that we can again use many copies of the p; to eliminate the unmatched
receptions with datum d. We do this by carefully adding the necessary copies of p;,
by decreasing i. Each time we fill in a missing broadcast of m; while possibly adding
new ones for some of the m; with j < 7. This terminates as the number of unmatched
receptions of each letter m; decreases with respect to the lexicographic ordering.

We show that for each non-initial d’ we can eliminate the unmatched receptions with
datum d’ by composing that partial run with the o-runs g4. We use the broadcasts in
o4 to match the unmatched receptions in ¢ over d'.

Finally, we combine the two first steps to show that given a run compatible with a
decomposition dec over some datum d and a word w € Lgec, we can extend this run to
obtain another run whose d-output contains w.

C.1.2 Extending the output

» Lemma 38. Let dec = (vg,m1,...,vx) be a decomposition, let w € Lyec.

Let d a datum and o an initial o-partial run compatible with dec over d.

Suppose that for all j € [1,k] there exist an initial o-partial run o} such that Iny(o};) €
Lyec; where dec; = (vo,m,...,vj_1), Ind/(Q;-) =¢ foralld # d and m;C Outd(g;).

Then, there is a partial run o such that

0 is compatible with dec over d,

wb OUtd(é)

for all d’' # d, either Ing (g) = ¢ or Ing (9) = Ing (o)

Proof. As w € Lgec, we have w = wy - - - wy, where each w; can be obtained by adding some
letters of {my,...,m;} to v;. As u is compatible with dec, u = ug - - - ux, with v;C Outg(u;)
for all 4 and Ing(u;) € {my,...,m;}*. As a consequence, to obtain a d-output that contains
w, it suffices to show that we can add a letter from {my,...,m;} at any point of u;. We
do so using g;: Since Ing(8;) € Livg,my,...,v;_1)+> We can split g; into gjp,...,0j,-1 so that
Ing(0;,)C w;; where w;, can be obtained by adding letters from {my,...,m;} to v;.

We use the following composition operation: consider ¢ and one of the Q;—. We can build
a new run in which we execute both runs in parallel over disjoint sets of agents. We match
each g; ; with p; so that the broadcasts of g; with d forming v; are received in g; ; and the
only remaining missing broadcasts in that section of the run are with letters mq,...,m;.
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br(a,d) br(a,d)
rec(b,d) rec(c,d)

, br(b, d) , br(c, d)
oy - > [ >
b rec(a,d) ¢ rec(a,d) rec(b,d)
rm====-- 1
, br(a,d)! br(a,d) R
| . rec(b,d) rec(c,d) -
! 1
: I br(c, d)
0 ,rec(a,d)! rec(b,d) -
I ! br(b,d)
'rec(a, d)r -

Figure 5 An illustration of the proof of Lemma 38. The partial run p is compatible with
decomposition (a,b,a,c,€). We have Ing(0y) = a € L(,) and Ing(op) = ab € Lap,a). We build
a partial run ¢ such that aacbC Outq(g). Note that g is also compatible with decomposition
(a,b,a,c,e). We ignore data other than d in this picture.

We obtain a run section whose d-output still contains v; and whose d-input only contains
mi,...,m;. This lets us get to a point where the next step in g; is a broadcast of (m;, d)
and o has been executed up to the beginning of ;. We may then use the (m;, d) broadcast
at any moment in the rest of o to extend the d-output. As a consequence, we can compose g
with the ¢} as many times as necessary to obtain a run g whose d-output contains w.

Each composition maintains the fact that the run is compatible with dec. Further, for
all d’ # d, either d’ does not appear in ¢ and Ing(9) = € or d’ appears in ¢ and then
Ing (9) = Ing (o). <

C.1.3 Unmatched receptions with initial data

» Lemma 39. Let dec = (vg, mq, ..., vx) be a decomposition, d a datum, ¢ an initial o-partial
run compatible with dec over d.

Suppose that for all j € [1, k] there exist an initial partial run o} in which d is not initial
such that Iny (d) € Lyec, where dec; = (vo,m1,...,vj_1), In, (d) =¢ foralld # d and
m;C Outd(gg),

Then, there exist a o-partial run o such that

Ing(0) = ¢,

Outy(0)C Outy(9),

for alld' # d, Ing (8) = Ing (o)

Proof. We proceed in the same way as in the previous part: the goal is now to use the
partial runs Q;- to eliminate the d-input of p.

As ¢ is compatible with dec over d, we can split ¢ into g, . .., g with w;C Outy(g;) and
Ing(g;) € {mq,...,m;}* for all i. Again, we rename agents and data so that the sets of
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0: br(a,d) br(a,d) -
' rec(b,d) rec(c, d) -
;. br(b,d) _ . br(c,d) _
O - rec(a,d) - Oc rec(a,d) rec(a,d) rec(b,d) -

[ 1 -T T T - 1
" briad | T briad) | oeoo- . .
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1 1 1 1
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| | rec(b,d)n ! 'rec(c,d) -
1 | 1" X 1

. : L i [ { br(c,d) | N

@ Trec(a,d)) | nrec(a dnrec(b ) g
! ' br(bd) ! ! |
} rec(a,d)! T T ! :
! ! ' br(b,d) >
\rece,dy 7T i

Figure 6 An illustration of the proof of Lemma 39. The partial run g is compatible with
decomposition (a, b, a, c,e). We have Ing(0y) = a € L,) and Ing(gy) = aab € L4p,q). We build
such that Ing(g) = e. We start by using o, to eliminate the unmatched receptions of ¢ (while adding
some unmatched receptions of b), then we use g} to eliminate the unmatched receptions of b. We
ignore data other than d in this picture.

agents of p and of every Q;— are all disjoint and the only shared datum between any two of
these runs is d.

We once again use the composition operation described in the proof of Lemma 38: consider
0 and one of the ). We execute both runs in parallel and match each g; ; with g; so that
the broadcasts of p; with d forming v; are received in g; ;, leaving only unmatched receptions
with letters mq, ..., m;. We obtain a run section whose d-output still contains v; and whose
d-input only contains my, ..., m;. We can do that until the next step in g; is a broadcast
of (mj,d) and p has been executed up to the beginning of ¢;. We may then use the (m;, d)
broadcast at any moment in the rest of ¢ to match an unmatched reception of p. As a
consequence, we can compose ¢ with the g} as many times as necessary to obtain a run g
with no unmatched receptions on d.

Each composition maintains the fact that the run is compatible with dec. When we
do a composition with ¢ to match a reception of (m;, d), we may add some receptions of
mi,...,m;—1 to the run (the ones of ¢}). However, every composition decreases the number
of unmatched receptions of myg, ..., my for the lexicographic ordering.

As a result, in the end we obtain a run g without any unmatched reception on datum d.
As g is fully contained in g, Outy(9)C= Outy(9). Moreover, for all d’ # d, either d’ does not
appear in ¢ and then Ing (9) = € or d’ appears in ¢ and Ing (g) = Ing (o) <
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C.1.4 Unmatched receptions with non-initial data

» Lemma 40. Let o be an initial o-partial run, d' a datum, o an initial o-run. If
Ing(0)E Outy (o) and d' an initial datum value in o' but not in o, then there exists
an initial o-partial run o such that

Ind/(é) =&

fO'I“ all d” 7é d/, Ind//(é) = Il’ld//(g)

fOT’ all d” 75 d/, Out,iu(g)g Outdu(é)

Proof. Up to renaming agents, assume that ¢ and ¢’ have disjoint agents. We rename data
in ¢’ so that ¢’ has no shared data with o besides d’.

We build ¢ by running ¢ and o' over their respective agents separately. We use the
broadcasts made by ¢’ with d’ to match the unmatched receptions with datum d’ in g: this
gives us a new partial run ¢ with no unmatched reception with datum d’. Furthermore, for
every datum d”, either the sequence of broadcasts and unmatched receptions is the same as
before, or Iny(0) = € (if d” appears in g4 ).

The d”’-output can only increase as ¢ is fully executed within g. <

C.1.5 How to obtain a word w € L(I, (J)mem)

We now combine Lemmas 38 and 39 to obtain one last useful technical lemma for the proof
of Lemma 29. It will be used to prove the second condition of Definition 28 when showing
that an invariant (I, (Jp)meam) is sufficient for a strategy o.

» Lemma 41. Let o be a control strategy, I a downward-closed set of words, and (Jm)mem
upward-closed ones.

Suppose that for all w € I there is an initial o-run and a datum d such that wC Outy(p).
Suppose also that for allm € M and w € J,, there is a o-partial run ¢ and a datum d that
is not initial in o such that Ing(0)C w, mC Outy(p) and Ing (g) = ¢ for all d' # d.

Then for allw € L(I,(Jm)mem)), there is a o-run ¢ and a datum d such that wC Outg(p).

Proof. Let w € L(I,(Jm)mem)), w matches a decomposition dec = (vg, my,...,v;) such
that vo---v, € I and, for all j, Liygm,,....v;_1) N Im; # (). Hence we have a o-run ¢ and
a datum d such that vg---vxC Outy(g). Note that as ¢ has no unmatched reception, in
particular, it is compatible with dec. Also, for all j we have a o-partial run ¢; and a datum
d; not initial in g; such that Ing; (0;) € L(yg,m,,.. )+, m;E Outy, (0;) and Ing (0;) = €
for all d’ # d;.

By Lemma 38, this means that we can obtain a o-partial run whose d-output contains w,

HUj—1

with no unmatched receptions on data other than d, and compatible with dec.
We can then use Lemma 39 to eliminate all unmatched receptions and obtain a o-run
whose d-output contains w. |

C.1.6 Proof of the characterisation lemma

Proof of Lemma 29. = Suppose ¢ is winning. Consider R the set of o-runs.

Let I = {Outy(0) | 0 € R,d € D} be the set of all outputs of all o-runs.

For all m € M, we set J,,, as the upward-closure of the set of Iny(p) with ¢ a o-partial
run such that d is not an initial datum of g, ¢ contains a broadcast of (m,d) and Ing (g) = ¢
for all d' # d.

Let us now prove that (I, (Jm)menm) is sufficient for 0. As o is winning, me,, is never
broadcast, and thus never received, in any o-run. Hence m.,,. ¢ I. Furthermore, if we had a
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word w € I N Jy,,,., then we would have a o-run ¢ and a o-partial run ¢’ such that me.,
is broadcast in ¢', Ing (¢')C wC Outy(g) and Ing(¢') = ¢ for all d’ # d'. We can assume
d = d', as we can rename data.

As a result, we could form a o-run by renaming data and agents such that their sets of
data and agents are disjoint except for d. We then execute the two runs in parallel, and
match the unmatched receptions of ¢’ with broadcasts in g, to obtain a o-run, with no

unmatched receptions. This contradicts the fact that o is winning. Hence I N J,, . = 0.

err

Further, as an empty run is a o-run, we have ¢ € I.

For the second point, we can simply apply Lemma 41.

It remains to show that a o-local run satisfying 3i and 3ii also satisfies 3a and 3b. Let u
be a o-local run satisfying 3i and 3ii.

First, we construct a o-run g whose projection on some agent is u, which shows that
u satisfies 3a. Let d be the initial datum of u. As w satisfies 3i, there is some dec =
(vo,m1,...,vk) € D((Jm)mem) such that u is compatible with dec.

By definition of (Jy,)meam, for each j we have a o-partial run p; and a non-initial datum
dj such that Ing, (0;) € E(Umml,_“,v%l)i, there are no unmatched receptions with data
other than d;, and m;C Outy, (0;).

We can thus apply Lemma 39, to obtain a o-partial run with no unmatched reception
over d such that Out,(u)C Out,(p).

Furthermore, as u satisfies 3ii, by definition of I, for all d’ # d there is a o-run oy
such that Ing (u)E Outy (04). We can then apply Lemma 40 on o, with every d’ # d
appearing in u to obtain a o-run ¢’ such that Outy(u)C Outy(o’). This shows that
Out,(u) € I, by definition.

Let d’ # d and m € M be such that (m,d’) is broadcast in u. We can apply Lemma 39
on u and then Lemma 40 on the resulting run, with every d” ¢ {d,d’}. We obtain a
o-partial run in which (m,d’) is broadcast and whose d’-input is the same as u. As a
consequence, u satisfies 3b by definition of (J,;)menm-

This concludes the proof of that direction.
<= By Lemma 36.

C.2 The invariant game

The invariant game associated with BGR G and invariant (I, (J,)mem ), which we denote
by ZG(G, I, (Jm)mem) is defined as follows: The set of vertices is Qr: the current state in

the protocol and a set of registers, which are the ones supposed to contain the initial datum.

The initial vertex is g+ From each vertex g € Qr, players choose a transition from ¢ in
Ax. Controller chooses the next transition when ¢ is in Qy, Environment when it is in
Qenv- The state is updated to the target of the transition.

For all play m, we define reg(m) as the set of registers on which there were no record
transition in 7. Intuitively, reg(m) is the set of registers that contain the initial datum of
the local run.

Given a play 7, we define its initial input initIn(7) as the sequence of letters received with
equality transitions with registers of reg. This represents the sequence of letters received
with the initial datum. Formally, initln(¢) = ¢, and
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initIn(d1 - - - & )m if dx11 is an equality transition reelm =),

initln((51 "'5k+1) = with 7 € reg(51~~~(5k),

initIn(dy - - - Ji Jotherwise.

For all registers 4, we define its recent input on ¢, written recentln;(7) like in the previous
section: it is the sequence of messages received with equality transitions over register ¢ since
its last reset.

We define the output Out(w) of 7 in a different way as in the signature case. It is the
sequence of letters broadcast from registers that were in reg at the time of the broadcast.
Intuitively, this is the sequence of letters that are broadcast with the initial datum in the
local run. Formally,

br(m,i)

Out(dy - - - 0 )m if dg41 is a broadcast transition ———
Out(dy -+ Op41) = with i € reg(dy -+ k),
Out(dy - - - 6% ) otherwise.
Given a decomposition dec = (vg,mq,...,v), we say that a play 7 is compatible with
dec if 7 = mg - - - m, and for all j we have initln(7;) € {m,...,m;}* and v,C Out(n;).

The objective of the game is then described as follows.

(A) If at some point the play m = 01 - - ) is not compatible with any decomposition of
D((Jm)merm) then Controller wins.

(B) If at some point the play m = d; - - - §; is such that recentln;(7) ¢ I for some i ¢ reg
then Controller wins.

(C) If at some point the play m = 07 - - - d is such that Out(r) ¢ I then Environment wins.

br(m,i) .
(D) If at some point of the play a broadcast transition with ¢ ¢ reg(r) and brlmd, is taken

while recentln;(7) ¢ J,, (with 7 the play formed so far) then Environment wins.
(E) If the play goes on forever without any of those things happening then Controller wins.

» Lemma 42 (Deciding the invariant game). There is an elementary function ¢(N) such
that:

Given a BGR G over a protocol R and finite sets of words B and (Bum)mem, we can
decide in time o(|R|+ || B|| 4 |B| + >_,em [|Bm|| + |Bml|) whether Controller has a winning
strategy in ZG(G, (B, (Bm T)mem)-

Furthermore, if Environment has a winning strategy then he has a strategy to win in at
most @(IR|+ || B + Bl + L ent 1Bl | + [Bunl) steps.

Proof. By Lemma 8, BT is a regular language, recognised by a deterministic finite automaton
Apt = (Qp, M, Ap,qf, Fg) with (||B|| + 1){IBI+1) states. Similarly, for each m we can
construct a deterministic automaton Ag, 1+ = (Qp,,, M,Ap, ¢, Fp,,)

Let I = B¢ and for each m € M, J,, = B, T.

We define a deterministic automaton over the alphabet A that reads plays d7 - - - 0y of
ZG(G, I, (Jm)mem) and accepts exactly the winning plays for Environment.

Consider the alphabet M U M, where M = {m | m € M} is a copy of M.

We define the useful automata in the following claims. Let us define K = |R| + |B| +
1Bl + S mert 1Bl + 1Bl
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> Claim 43. We can construct an NFA of exponential size in K and recognising the language
{voma - vk | (vo,ma -+ vk) € D((Jm)mem)}-

Proof. Consider the language of decompositions defined as {vgm; - - - vg_1MEVE | Vo, ..., V% €
M* my, ..., my € M distinct.}

This language is recognised by an automaton of exponential size which simply checks
that each letter of M appears at most once.

We can turn this automaton into a non-deterministic transducer 7 that reads a decom-
position vgmy - - - vg_1MEVE, outputs all the letters of M that it reads, and can output letters
of M arbitrarily as soon at it has read them before. If some letter of M is repeated then the
run is rejected. The set of images of vgmy - - - v 1My is exactly Liygm, ... 0p)-

By composing this transducer with an automaton recognising .J,,,, we obtain an automaton
A, recognising decompositions that have an image in J,,, by the transducer, i.e., the language
{vomy - - Vg—1MR VK | ‘C(vg,ml,..‘,vk) NJm # @}

It is then easy to obtain an automaton recognising {vomy - vk | (vo,m1-- ,v) €
D((Jm)mem)} using a product of the automata (A, )mem-

The resulting automaton is of exponential size in K. <

> Claim 44. We can construct a deterministic automaton of double-exponential size in K
recognising plays compatible with a decomposition of D((J,)mem)-

Proof. We use the automaton recognising {vomy - v | (vo,m1 -+, k) € D((Jm)mem)}
defined in the first claim.

We can define a non-deterministic transducer that takes as input a sequence of transitions
m =01 -6, and outputs some decomposition with which it is compatible. The transducer
keeps track of reg(w) while reading the play.

The transducer simply guesses a sequence 7 - - - my, of distinct letters of M. It outputs

them in that order at arbitrary moments while reading 7.

br(m,i . . .
When it reads a broadcast transition 2% over a register currently in reg(w), it

non-deterministically outputs m or not.

When it reads an equality transition m over a register currently in reg(w), if m

has not been broadcast before it goes to a rejecting sink state.

The set of images of a play 7w are the decompositions it is compatible with. We compose
this transducer with the automaton from the first claim to get an automaton recognising the
set of plays compatible with some decomposition of D((Jp)mem)- <

We have automata for I and each J,,, as well as for plays compatible with a decomposition
of D((Jm)mem). From those it is straightforward to define an automaton C reading plays
and accepting the ones winning for Environment. We can then determinise it at the cost of
an exponential blow-up.

By Proposition 10, we can solve this game in polynomial time in the size of the resulting
automaton C and the size of the arena of ZG(G, I, (Jm)mem) (i-e., |R]), that is, in double-
exponential time in ||B|| 4+ |B| + |R|.

Furthermore, if Environment has a winning strategy then he has one that guarantees
that he wins in at most double-exponentially many steps in K. <

We have to show that Controller wins the invariant game if and only if she has a winning
control strategy.
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» Lemma 45 (From the invariant game to control strategies). Let I C ¥* be a downward-closed
set and (Jm)mem upward-closed sets such that I contains € and not mepr, Jm.. N1 =10,
and L(I, (Jm)mem)) C 1.

If Controller wins the invariant game ZG(G, I, (Jm)mem) then there is a control strategy
o such that (I, (Jm)mem) is a sufficient invariant for o.

Proof. Let ozg be a winning strategy for Controller in ZG(G, I, (Jm)mem)-

We define o as the control strategy in which Controller follows ozg. That is, given a

1(m1,d my,d
) oPy (m1,d1) FRREE oPy(me,de) s, (Se,¢0), we set o(u) = ozg (61 -+ dp). Let

d be the initial datum of u. We show that (I, (J)mea) is a sufficient invariant for o. To
op;(m1,dr)

local run u = (sg, ¢o

do so, we assume by contradiction that we have a o-local run u = (sg, ¢p)
op,(me,de)

01
5, (8¢, ¢¢) such that u satisfies 3i and 3ii but does not satisfy either 3a or 3b.
Let d be its initial datum.

We then show that = = dy - - - 0 is a losing org-play for Controller in ZG(G,I). As u is a
o-local run, by definition of o, d; - - - d, is a ozg-play.

For all j € [0, ] let u; be the prefix of u up to (sj,¢;) and 7; = &y --- 9.

> Claim 46. For all index j and i ¢ reg(m;) we have recentln;(7;)C In,;(c;(i)) and
initIn(7;)C Iny,, (d). Furthermore, if reg(m;) # () then Out(m;) = Outy(u;).

Proof. By a straightforward induction on j. <

As u satisfies 3i, it is compatible with a decomposition dec = (vg,my,...,v;) in
D((J)merm). We thus have u = u® - - - u¥ with v;C Outg(u’) and Ing(u?) € {mq,...,m;}*
for all 4.

Let j be the maximal index such that reg(m;) # 0, and iy the maximal index such that

9. .. 7 is a prefix of ;.

O...7% where 7’ is the sequence of transitions

Hence we can cut 7 in the same way: m =7
of u;. We can infer using the previous claim that v;= Outg(u’) = Out(r?) for all i < ip and
initln(7)C Ing(u?) € {mq,...,m;}*.

As a consequence, 7; is compatible with dec’ = (vo,m1,...,m;,,e). Furthermore, we
have initIn(7;) = initIn(7) and we can conclude that 7 is compatible with dec’, which is in
D((‘]m)meM)'

We can also infer that all its prefixes 7’ are compatible with a decomposition of
D((Jm)mem): it suffices to consider the decomposition (vg, my, ..., m;, ), with ¢ the maximal
index such that m; is appears in initIn(7’).

Furthermore, as u satisfies 3ii, for all d’ # d, we have Ing(u,) € I. For all j,
recentlnwj (Z)E Il’lcj(l-) (u])g Inq(i) (Ug)

. As I is downward-closed, we have recentln, (i) € I for all j € [0, 4].

We know that either u does not satisfy 3a or does not satisfy 3b.

Let us first assume that u does not satisfy 3b. Let d’ # d and m € M be such that u
contains a broadcast of (m,d') while Ing (u) ¢ J,. Let j be the index of the first broadcast

of (m,d’) in u and ¢ the register containing d’ at that point. Then d; is a broadcast transition

br(m.) , while recentin, (1)C Ing (u;)E Ing (u). As Jy, is upward-closed, recenting, (i) ¢ Jo,

which means that 7 is losing for Controller.

Now we assume that u does not satisfy 3a. Let u = u_uy be such that u_ is the maximal
prefix of w in which d appears at all times. We can cut m = w_m; the same way: m_ is the
sequence of transitions of u_, and is also the maximal prefix of = such that reg(w_) # 0.
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> Claim 47. Suppose that 7 is a winning play for Controller. Then there is a decomposition
dec = (vg,m1,...,vk) € D((Jm)mem) such that vy - - vxE Out(n) and Outg(u) € Lyec.

Proof. Let dec = (vg,mq,...,v;) be a decomposition of D((Jp,)mer) such that w is com-
patible with dec. It exists as u satisfies 3i.

Furthermore, we choose it so that |vg - - vg| is minimal. Among the ones with minimal
|vg - - - vg|, we choose one with & maximal.

Suppose vg - - - v, is not a subword of Out(w). Then, as Out(w) = Out(n_) = Outy(u_),
we get that vg -+ v £ Outy(u_).

Let ¢ be the minimal index such that vy - --v; £ Outy(u_), and let v;— be the maximal
prefix of v; such that vg---v;_1v,_C Outy(u_), and m the letter right after v;_ in wv;.
Let v;4 such that v; = v;_mwv;;. The letter m must be broadcast with d in uy. The
same broadcast appears in my, say at step j on register ig. As we assumed that 7 is
winning, we have recentln, (ig) € Jp,. Hence Ing(u;) € Jy, as Jp, is upward-closed and
recentln, (io)C Ing(uy).

We have three cases:

m € {mq,...,m;_1} : then it is easily checked that we can remove m from v; without

affecting the properties of dec, contradicting the minimality of |vg - - - vg|.

m = my for some ¢ € [i, k] : then we can use the following decomposition:

(’U()7m1, e 7vi717mivvi77mvvi+7 e ameflvvfflvevm/ﬂ‘rlv .. 7vk)

instead of dec, again contradicting the minimality of |vg - - - vg|.
m & {mq,...,my}. Then we use the following decomposition instead of dec:

(Vo, M1y .oy Vim1, My, Vi y M, Vi, Mg 1, - - -, V). This contradicts the minimality of |vg - - - vy,

As a consequence, we obtain that vg - - - vy is a subword of Out(w). It remains to show
that Outy(u) € Lgec. To do that, let us assume that uy contains a broadcast with d of
a letter that is not in {my,...,mg}. Let m be the letter in the first such broadcast of
Uy, ¢ the corresponding register, and j the index of the step. Since we assumed that =
is winning, we have recentin,, (i) € Jy,. Hence Ing(u;) € Jy,, as Jy, is upward-closed and
recentln, (i)C Ing(u;). Moreover, every letter in Ing(u;) must be in {my,...,msy}, as u is
compatible with dec.

As a result, Ing(u;) € Jn N Lgec, hence Jp, N Lyec # and thus (ve, m1,...,vg,m,€) €
D((Jm)mem). Moreover, u is compatible with this decomposition. This contradicts the
maximality of k.

In conclusion, we have shown that dec matches all the conditions of the claim. <

Suppose 7 is winning, then by this claim we have a decomposition dec = (vg, my, ..., v;) €
D((Jm)mem) such that vy - - -v,C Out(n) and Outg(u) € Lyec.

As 7 is winning, we have Out(w) € I, and thus Outy(u) € L(I,(Jm)mem). Since
LI, (Jm)mem) C I, we get Outy(u) € I, and thus u satisfies 3a, a contradiction.

In conclusion, we obtained that 7 is a losing ozg-play, which contradicts the assumption
that ozg is winning. As a consequence, (I, (J,)menm) is a sufficient invariant for o.” <

» Lemma 48 (From control strategies to the invariant game). Let o be a control strategy.
Let I C ¥* be a downward-closed set and (Jm)mem upward-closed sets such that T
contains € and not Mepr, Jm,,. NI =0, and L(I,(Jm)mem)) C I.
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Let B be the basis of I¢ and By, the basis of J, for all m.
If Environment wins the invariant game ZG(G, I, (Jm)mem) then there is a o-local run of
length at most (|R|+|B|+||B||+>_,,cn | Bm |+ Bmll) satisfying 3i and 3ii and dissatisfying
either 3a or 3b.

Proof. Let N = |R| + [B| + ||B|| + >_,.caq |Bm| + |[Bm||. By Lemma 42 and Proposi-
tion 10 there exists 77g a winning strategy 7rg for Environment in the invariant game
ZG(G,I,(Jm)mem) such that Environment always wins in at most ¢ (V) steps. We construct
a o-local run of length at most ¢(IV) satisfying 3i and 3ii and dissatisfying either 3a or
3b. To do so, we apply 7z7g to choose transitions and we choose data by always picking a
datum never seen before in the run, when the datum is not determined by the transition.

Let (sg,co) be an initial configuration of R. We define iteratively a sequence of steps

,de
(s¢—1,C0-1) M)gé (8¢, ce) as follows. Suppose we defined them up to (sg—1,ce—1), and

let uy_1 be the local run defined so far. We first choose d,:
If sp—1 € Qctn then §; = 0'(51 ce (54_1),
otherwise §, = ng(51 e 6(_1).
‘We then choose dy:
If §, is a broadcast transition of letter m, we set d, as the initial datum of the local run.
If §, is a record transition, we pick a datum dj that does not appear in uy_1.

If 6y = 5901 M s¢ is an equality transition of letter m, we set dy = ¢p—1 (7).

Clearly we maintain the fact that u, is a o-local run and §;---dy is a 7zg-play in
ZG(G, I, (Jm)mem). Westop when d; - - - & is winning for Environment in ZG(G, I, (1) mem),
which happens for some ¢ < ¢(N). Let M be the final value of £ and u = ups be the local
run obtained at the end. Let d be its initial datum. It remains to show that u satisfies 3i
and 3ii and dissatisfies either 3a or 3b. To do so, we rely on the following claim:

> Claim 49. For all register ¢ and index ¢ such that ¢ ¢ reg(d; - - - d¢), recentln; (91 --- ;) =
In,, (ce(2)). Furthermore, Out(d; - - - 07) = Outg(ue) and initln(dy - - - §¢) = Ing(ue).

Proof. By a straightforward induction on £. <

Let mp = 61 --- 0y for all £, and let m = ;.

First we show that u satisfies 3i: As 7 is winning for Environment, it is compatible
with some decomposition dec = (vg,m1,...,v%) € D((Jm)mem). Thus 7 = 70 .. 7% with
v;C Out(n?) and initIn(7?) € {mq,...,m;}*, for all j.

We divide u like 7, v = u® - - - u*. As a consequence of the claim, we obtain v;C Outy(u’)
and Ing(u?) € {m,...,m;}*, for all j. Thus u is compatible with dec.

Now, we show that u satisfies 3ii. Let d’ # d. If d’ is stored in a register at some point
in u, let £ be the maximal index such that ¢;(i) = d’ for some i. There can be no step
involving d’ after ¢, as d’ would need to be stored in a register, contradicting the maximality
of £. As a consequence, Ing (u) = recentln,, (7). As 7 is winning for Environment, we have
recentln,, (i) € I . If Ing (u) = € then clearly Ing (u) € I by assumption on I. If d’ is never
stored in a register then Iny (u) =¢ € I.

We have shown that v satisfies 3i and 3ii.

If Out(m) ¢ I then Outy(u) ¢ I, by the claim, hence u does not satisfy 3a.

If Out(m) € I, since 7 is winning for Environment, there must be an index ¢ such that

br(m,i .
the fth transition of 7 is a broadcast transition M, but recentln; (i) ¢ J,,. In that case,

we have In.,  )(uet1) ¢ Jon and ugq contains a broadcast of (m, coy1(i)).
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As a consequence, we have found a prefix ug11 of u which does not satisfy 3b. As 3i and
3ii hold for u, it is easy to see that they must also hold for all its prefixes.

In all cases we have found a o-local run of length at most (V) which satisfies 3i and 3ii
but dissatisfies either 3a or 3b.

This concludes our proof. <

» Lemma 50 (Bounding invariants). There is an elementary function 1)(N) such that the
following statement holds.

Let G a BGR. There is a winning control strategy for G if and only if there is a sequence
of words wy, ..., wg € M* and subsets B, (Bm)mem of {w1,...,wx} such that

B contains mer and not € and By, TN BT =1

['(BTC: (Bm T)mE/\/h Q)BTC

Controller wins ZG(G, BT, (Bm Nmem),

B and all B,, are antichains for the subword order C |

BUUpepm Bm = {w1, ..., wi},

for alli € [1,k], Jw;| < Y(Jwi—1]).

Proof. By Lemma 45, if there are such sets of words B and (B, )menm, then there is a control
strategy such that (B1¢, (B, T)menm is a sufficient invariant for o. Hence, by Lemma 29, ¢
is a winning control strategy.

Conversely, suppose there is a winning control strategy ¢. By Lemma 29 there is a
sufficient invariant (I, (Jy,)mem) for o. As I¢ is upward-closed it has a finite basis B.
Similarly, each J,, has a finite basis B,,.

The first two conditions hold by definition, as (I, (J,,)) is a sufficient invariant.

By Lemma 48 Controller wins ZG(G, I, (J1n)mem), so the third condition of the lemma
is satisfied.

For the third condition, by definition, all basis are antichains.

Let wo,w, ..., wy, be the elements of B UJ,,c g Bm sorted by length, i.e., |w;| < |w;i1]
for all . We can assume that we chose I and (Jp,)mem so that k& would be minimal.

By minimality of k, for all j € [1,k], (B, (B.,)meam) is not a sufficient invariant for o,
with B' = BN {w; | i < j} and for all m, B, = B, N {w; | i < j}. Let I’ = B’1¢ and
J!. = B;. 7T for all m. Note that I C I’ while J/, C J,, for all m.

A possibility is that me,, € I'. As me,r € B, we then have |w;| < 1.

Another possibility is that I'NJ), # (. As a consequence, there is a word w € B,
with no subword in B’. As this word is of length at most |w;_1|, we conclude that there is a
word of length at most |w;_1| in B\ B’, hence |w;| < |w;j_1].

Thirdly, we may have L(I’,(J} )mem) € I'. Then there is a decomposition dec =
(vo,m1,...,v5) € DI, (J],)mem) and w € Lyec such that w ¢ I'.

It is easy to construct deterministic automata recognising L(I’, (J),)mem) and I’ of
double-exponential size in |R|, |[M|, B’ and (B.,)mem, by using Lemma 8 and Claim 43.

Hence we can find such a w of at most double-exponential size, and thus the decomposition
dec = (vg,m1,...,v) also has at most double-exponential size. Now note that vg - - - vy is
in I, but cannot be in I: otherwise, we would have w € L(I, (J],)mem) € LI, (Jm)mem);
while w ¢ I’ D I, a contradiction. Hence there is a word of at most double-exponential size
in |G|, B" and (B},)mem (thus of at most triple-exponential size in |w;_1]|) that is in B’ but
not B. As a consequence, |w;| is at most triply-exponential in |w;_1| + |M]| + |R].

The last case is when there is a run o-local run which satisfies 3i and 3ii but dissatisfies
either 3a or 3b, with respect to (I, (J/,)meam). By Lemma 48, there is such a o-local run u
of length at most K = ¢(|R| + || B[] + X ent |1 Biull) < @RI+ (IM] + Dlj_1]).
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As J! C J,, for all m, we have D((J])mem) € D((Jm)mem). As a consequence, u
satisfies 3i with respect to (I, (i )mem)-

As I C I', if u satisfies 3a with respect to (I, (Jm)meam) then it also satisfies it with
respect to (I', (J},)mem)-

Two cases remain: either u satisfies 3ii with respect to (I', (J), )mem) and not (I, (Jm)mem),
or satisfies 3b with respect to (I, (Jum)mem) and not (I, (J), ) mer)-

We examine the two cases:

Suppose u satisfies 3ii with respect to (I’, (J},)mem) and not (I, (Jm)mem). Let d’ be a
datum such that Ing (u) ¢ I. As Ing (u) € I’, we found a word of length at most K that
is in I’ but not I.
Suppose u satisfies 3b with respect to (I, (Ji)mem) and not (I’, (J}, )mem). Then there
exist m € M and d' # d such that u contains a broadcast of (m,d’) and Ing (u) ¢ J/,,
while Ing (u) € Jyp,. Furthermore, we have |Ing (u)| < |u| < K
In both cases, there exists wy with £ > j such that w,C w, and thus |wy| < |w| < K.
As |wj| < |wg|, we have |w;| < K. As ||B’|| < |wj—1| and ||B},|| < |w,_1], we obtain
wj| < (IR + (IM] + D)]wj1]).
We can then simply take a suitable elementary function so that |w;_1| < ¢¥(|R| + M|+
|wj]) <

C.3 Main theorem

» Theorem 30 (Main theorem). SAFESTRAT is decidable and F . -complete.

Proof. It was shown in [13] that the coverability problem is F.-hard. As coverability is the
particular case of SAFESTRAT where there are no controller nodes, this immediately yields
the same lower bound for SAFESTRAT.

Let us now show the upper bound. Let G a BGR. We once again apply the Length
Function Theorem.

Consider a sequence of words wy, ..., wy € M* and subsets B, (B )mem of {w1, ..., wg}
satisfying the conditions of Lemma 50.

We use a fresh letter # ¢ M. For each w; we define w) = #RITIMly, 44 if w; € B, and
wh = HIRIFIMlyy m with m such that w; € B, otherwise.

By the second condition of Lemma 50, w} is well-defined for all .

/
J
implies that w;C w;, and that they both belong to B or to some common B,,. This is

impossible as all those sets are antichains.
Furthermore, for all 7, we have |wj, ;| < ¢Y(|R|+|M|+|ws])+|R[+|M|+2 < Y (Jwi]) + |w]].
As g : n — (n)+n is a primitive recursive function, by the Length function theorem we obtain

Note that the sequence w/ - - - wy, is an antichain: as # does not appear in any w;, w;C w

a function f € .Z_um such that every (g, n)-controlled bad sequence of words wg, w, ..., wg
has at most f(n) terms.

AS Meyy is in B, Jwo| < 1, thus |wh| < |R| + |M] + 3 We therefore have |w;| < ¢ (|R| +
|IM| + 3) for all i. As a consequence, we have k < f(|R| + M|+ 3).

Our algorithm guesses a sequence of words of sorted by length ws,...,wy with k& <
F(R| 4+ |M| + 3) such that |w;11] < ¥(Jw;]) for all i. The algorithm then guesses subsets B
and (B, )mem that cover {w; | i € [1,k]}.

It checks that Controller wins ZG(G, B1°, (B Nmen,). We accept if she does and reject
otherwise.
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This can be done in double-exponential time in |R| + k + |wg|, by Lemma 42. We can
make this algorithm deterministic with an exponential blow-up in the time complexity. By
Lemma 50, this algorithm is correct.

The time required by this algorithm is therefore h(f(|R|+ |M| + 3)) with h a primitive
recursive function. As % m is closed under composition with primitive recursive functions,
the algorithm takes a time bounded by a function of .% ,xm. As a consequence, the problem
isin F . |

D Missing proofs from Section 6

We say that a local run has organised data if
if whenever a datum is received for the first time, it is greater than the initial datum and
all data received previously.
Each datum is recorded at most once in the registers.

» Proposition 51. There is a function h : N — N such that for all BGR G, if a control
strategy is losing then there exists a o-run o in which every local run has length at most
h(|G|) and has organised data in which Me., is broadcast.

Proof. Let us start by defining an execution tree as a tree of the following form:
There are two types of nodes, word nodes and run nodes
The children of a word node are run nodes, and the children of a run node are word
nodes.
For all run node v with a label u and all d € D such that Ing(u) # &, v has a child with
a label w such that Ing(u)C w.
For all word node v labelled w, for all child v/ of v labelled u, wC Out g, (u)

Consider the following algorithm: We start with an execution tree made only of a root
labelled me,.. We maintain a set of word nodes O, initially containing only the root. The
word nodes in O are called open, others are called closed

While O is not empty, we apply the following steps:

If there is a run node v whose children are all closed, let v/ be its parent, labelled w. We
remove every node that was added to the tree after v/ (in particular, we remove all of its
descendants). Then, we remove v from O.

Otherwise, let B be the set of labels of open nodes, we define I = B1¢. By Lemma 21, there
exists a o-local run u of length at most ¢(R, B) such that Outg;gn(u) ¢ I, Ing(u) € 1
for all d and no datum is recorded twice. Let v be an open node with a label w such that

wC Outg;g, (u). It exists by definition of B and I. We add a child v’ to v, labelled by w.

Then, consider the set {Ingy(u) | d € D} \ {€}, let B, be its set of minimal elements for

C . For each v € B, we add a child labelled v to v/, and we add all those children to O.

Note that when we remove a node we remove all nodes added after that one. As a
consequence, at all times we can enumerate open nodes O = {vg, v1, ...,V } in their order
of appearance, and we obtain |w;| < |u;| < p(R,{ws,...,w;—1}) for all i, with w1, ..., wg
the labels of vy, ...,y and uq, ..., u; the labels of their respective parents. Additionally, we
maintain the fact that the sequence wy, ..., wy is a bad sequence. We can then apply the
Length Function Theorem to bound k by f(|R|) with f a function of F ..

We also obtain a bound h(|R]) on the length of run node labels. As a consequence, the
number of data appearing in each local run is bounded by that same bound, and thus the
degree of the tree is at most h(|R|).
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As every node is a leaf or an open node or the child of an open node, we get a bound
b(|R|) on the size of the tree. As a consequence, the set of trees we see is finite. In order to
show that the algorithm terminates, we simply have to show that we cannot loop.

Given the tree at some point of the algorithm, let vy, ..., be the set of word nodes in
their order of creation. For each i, let x; be 0 if v; is open and 1 if it is closed. It is easy to
check that the sequence zq - - - x5 increases at each step for the lexicographic ordering. As
a result, we never see the same tree twice. The algorithm therefore terminates in at most
¢(|R]) steps.

> Claim 52. After each iteration, for all closed node v labelled w, v is a leaf and there is
a o-run in which every local run has organised data and has length at most h(|R|) and in
which the sequence w is broadcast by some agent.

Proof. We proceed by induction on the number of iterations. This property is clearly true at
the beginning as there are no closed nodes.

For the induction step, note that we never add children to closed nodes and only turn
leaves into closed nodes. Hence we maintain the fact that every closed node is a leaf.

Furthermore, say we turn an open node labelled w into a closed one. We do so when
it has a child v’ whose children are all closed. Let u be the label of v/ and wq,...,w, the
labels of its children. By induction hypothesis, for each 7 we have a o-run g; in which each
local run has organised data and length at most hA(|R|) and in which an agent broadcasts w;.

For each d received in u, we know that there is an 7 such that Ing(u)C w;. We define
04 as p; where data have been renamed so that w; is broadcast with datum d and all other
data are fresh and do not appear in u.

Let dq,...,d,, be the data received in u, in order of appearance. Let dg be the initial
datum of w. For all j € [2,m], in increasing order, let A;_;1 be such that all data appearing
in g;j—1 are below A;_1. Let Ag = dp + 1. Define ¢/ as g4, where each datum d’ has been
renamed into d' + A;_1. The runs o use disjoint sets of data and in each ¢} an agent
broadcasts Ing; (u) with datum dj = d; + A;_1. In particular we have do < dj < --- < dj,,.
We have also maintained the fact that all local runs in those runs have organised data.

We rename each datum d; with in u to d; and obtain a local run u’ with organised data
and Ing, (u) = Ing, (u). We can execute all runs ¢ and u over disjoint sets of agents, and
use the broadcasts in each g;. to match the receptions in u. This gives us a o-run p; in
which each local run has increasing data and length at most h(|R|) and in which an agent
broadcasts w (by executing u). <

As the algorithm terminates, eventually the root is closed. By the claim above, we have a
o-run g in which each local run has length at most A(|R|) and in which an agent broadcasts
mer’r~ <

We recall Ramsey’s theorem on infinite hypergraphs. Given a set S and k € N, we use
the notation (i) for the set of subsets of S of size k.

» Theorem 53 (Ramsey's theorem on infinite hypergraphs). Let V' be an infinite set of vertices
and k € N. Let col : (‘Ig) — C with C' a finite set of colours. Then there exists an infinite

subset V! CV and c € C such that col((‘;c/)) ={c}.

» Theorem 31. There is a winning data-aware control strategy for G if and only if there is
a winning control strateqy for G.
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Proof. The right-to-left direction is clear.

For the left-to-right direction, suppose there is a winning data-aware control strategy o
for G. Let K = h(|R|) with h as defined in Proposition 51. Let R be the set of o-local runs
with organised data of length at most K.

We define a function col : (Kﬂil) — 2Rk as follows. Let D be a set of R + 1 data. Let
do, -+ ,dg be the elements of D in increasing order. Then col(D) is the set of o-local runs
with organised data of length at most R such that the initial datum is dy the other data
appearing in the run are dy, ..., dy for some k. With the organised data property and those
conditions, the local run is fully determined by its sequence of transitions. As a result,
lcol(D)] < A,

In a local run with at most B steps, at most B + 1 data appear. As a result, every
element of Rg has an antecedent by col. We can now apply Theorem 53. We obtain an
infinite set D’ C D of data and a set of local runs R such that col((KD_{_l)) ={R}.

Let dg,...,dg € D' with dg < --- < dg. Define the strategy ¢’ : A* — A which, given
a sequence of transitions, takes the same decision as o over the unique local run with that
sequence of transitions, organised data, and using data {dp,...,dy} for some k, with dy the
initial datum.

If o’ was losing, we would have a run in which every local run has length at most K and
organised data in which m,, is broadcast. This run is, however, also a o-run, which is a
contradiction. As a result, ¢’ is winning. <

E Missing proofs from Section 7

In this section we prove the following result.

» Theorem 33. SAFESTRAT is NEXPTIME-complete for 1BGR.
We start with the upper bound.

» Proposition 54. SAFESTRAT is in NEXPTIME on 1BGR.

For the rest of this section we fix a IBGR G = (R, Qctrl, Qenvs Merr)-
We will use the following criterion for the existence of positional strategies.

» Proposition 55 ([17]). If an objective is submizing then player Py has a positional optimal
strategy in all games with this objective.

The output game is played on R, with players picking transitions from their respective
states. It has two parameters: an invariant (I, (Jy,)mem), and a set of record transitions
T C A. We will use the term (I, (Jp)mem, I')-output game for the output game with those
parameters.

The winning condition is defined as follows:

(O1) If at some point the play is not compatible with any decomposition of D((Jpn)mer),
then Controller wins.

(02) If the output of the play is not in I then Environment wins.

(03) If we reach a record transition then Controller wins if it is in 7" and Environment wins
otherwise.

(04) If the play goes on forever without any of the previous things happening then Controller
wins.
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» Lemma 56. If Controller wins an output game then she has a positional winning strategy.

The echo game is also played on R, with players picking transitions from their respective

states. It has as parameters an invariant (I, (J,)mem ), a set of record transitions T'C A and

rec(m,l)1)

a record transition t = ¢ q'. The play starts by taking transition ¢, and continues

from ¢'.

(E1) If at some point the recent input on 1 is not in I, Controller wins.

(E2) If at some point we make a broadcast with letter m while the recent input on 1 is not
in Jy,, then Environment wins.

(E3) If we reach a record transition the game stops: If that transition is in 7' then Controller
wins, otherwise Environment does.

(E4) If the play goes on forever without any of those things happening then Controller wins.

» Lemma 57. If Controller wins an output game then she has a positional winning strategy.

Proof. We show that Controller’s objective in an output game is submixing. This proves the
lemma by applying [17, Theorem 4.5].

Consider two losing plays for Controller 7 and 7/, and a third play 7 = memjmy -+ -
obtained by shuffling the two. We show that 7 is also losing for Controller. As 7w and #’ are
losing for Controller, we can consider them as finite: the victory of Environment is witnessed
by a finite prefix. We can cut = and 7’ into 7 = mo7my - - - 7, and 7’ = 7wy - - - 7, so that
/. (note that 7/, can be empty).

Clearly no transition of T is seen in 7 or 7/, thus not in 7 as well. Let 7 a prefix of 7, we
show that it is compatible with some decomposition of D((J;)mem). Let mq,. .., my be
the set of letters received along 7, in that order. Let © = 7 - - - x so that for each i the first
step of 7; is the first reception of m;. Let ¥; be the sequence of letters broadcast in 7;, for
all i. Let dec = (0o, M1, ...,0k). Clearly 7 is compatible with dec.

It remains to show that dec € D((Jyn)men). Let i € [1,k], we need to find a word in

L (50,m1,....5;1)Jm, - For that, we observe that the reception of mm; happens in either a segment

T = MoM{TL -+ * T T

from 7 or from #’. We assume that it is from , the other case is symmetric. Since every
prefix of 7 is compatible with some decomposition of D((Jp,)mer ), in particular the prefix of

7 up to that reception of m; is compatible with one. Thus there exists dec = (vg, mq, ..., v¢)
such that Lgec N Jim, # @ and with which 7 is compatible. Let w € Lyec N Ji,;, w can be
obtained from vy - - - v by adding letters from {m,...,m;} to each v;.

As this prefix of 7 is fully contained in 7, we can find the same sequence of broadcast
vg - - - vg in 7. Moreover, for each j, the first reception of m; can only be earlier in 7 than in
7, hence dec allows us to find vg - - - v, and to add the same letters at the same places. As a
consequence, W € L(gg my,....5_1)-

It follows that every prefix of 7 is compatible with some decomposition of D((Jy)mem)-
As a consequence, Controller does not win at any point in 7.

If some record transition outside of T' is seen in 7 or 7’ then in 7 as well. Otherwise, it
means the output of some prefix of 7 is not in I. As the output of that prefix must be a
subword of the output of 7, and I is downward-closed, we obtain that the output of 7 is not
in 1.

In conclusion, Controller does not win at any point in 7 while Environment does. As
a consequence, Controller’s objective is submixing and thus if Controller wins she can win
with a positional strategy. |
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» Lemma 58. If Environment wins an echo game then he has a positional winning strategy.

Proof. We show that Environment’s objective in an echo game has the submixing property,
and again apply [17, Theorem 4.5].

Consider two losing plays for Environment 7 and 7/, and 7 a submixing of the two. We
can cut 7 and 7’ into m = mo7my - -+ and ' = w)w) - -+ so that T = wemyTL -

At all times in 7 if we make a broadcast with letter m while the recent input is w,
then that broadcast was made in 7 or 7’ with a recent input that is a subword of w. As
Environment loses in 7 and 7', and as J,,, is upward-closed, w € J,,,.

Every record transition seen in 7 must be seen in 7 or 7/, hence must be in 7.

As a consequence, Environment cannot win 7, hence Controller wins. The objective
of Environment is therefore submixing, and thus if Environment wins he can win with a
positional strategy. |

E.1 Characterisation of winning strategies

» Lemma 59. Controller wins the (I, (Jm)mem)-invariant game if and only if there is a set
of record transitions T' such that she wins the (I, (Jp),T)-output game and the (I, (Jp),T,t)-
echo game for allt € T.

Proof. Suppose Controller wins the (I, (J;,)mem)-invariant game with a strategy o. Let T
be the set of record transitions taken in a o-play in which no player has won yet.

We start with the (I, (J,,), T)-output game : let Controller apply the same strategy o in
that game.

> Claim 60. Let 7 be a play such that no record transition has been seen yet.
Then 7 is winning for a player in the invariant game if and only if it is winning for that
player in the output game.

Proof. Take a look at the winning conditions in the invariant game. Condition A and C are
the same as 1 and 2. Condition B and D cannot happen: as we have not seen any record
transition, reg(n’) = {1} for all prefixes 7’ of . <

As a consequence, a o-play can only be winning for Environment if we reach a record
transition ¢ ¢ T while Controller has not won. However, this means that the play obtained
before reaching ¢ is not winning for Controller in the invariant game either, by the previous
claim. This contradicts the definition of 7. Hence ¢ is winning for Controller in the
(I, (Jm), T)-output game.

Let t € T. We now show that we have a winning strategy for Controller in the
(I, (Jm), T, t)-echo game.

> Claim 61. Let ¢ty be a play in the (I, (J,,), T, t)-echo game such that no record transition
has been seen yet (apart from the first step). Let m_t be a play ending with ¢ in the
(I, (Jm))-invariant game such that no player wins in it.

Then 7, is winning for a player in the echo game if and only if 7_¢7, is winning for that
player in the output game.

Proof. First of all note that reg(m_t) = 0 as ¢t updates the only register. As m_t is not
winning for either player, no prefix of it fulfils either A or C. We can then conclude that
there is no play starting with m_¢ that fulfils either of those conditions.

Furthermore, since no player wins in 7_ and ¢ updates the only register, conditions B, D
are satisfied by m_tm if and only if they are satisfied by t7, if and only if t7, satisfies 1, 2
respectively.
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This proves the claim. <

By definition of ¢ there exists a play reaching ¢ in the invariant game in which no player
has won yet. Let m_ be the prefix of that play before reaching t. We define the strategy og
as og(m) = o(m_m).

Let us consider a og-play tmy in the echo game and show that it cannot be winning for
Environment.

By the claim above, a og-play can only be winning for Environment if we reach a record
transition ¢’ ¢ T while Controller has not won. However, this means that the play 7 obtained
before reaching ' is such that 7_7 is not winning for Controller in the invariant game either,
by the previous claim. This contradicts the definition of T

We have established that a winning strategy in the (I, (J,)menm )-invariant game yields
a set of record transitions T and winning strategies in the (I, (Jy,), T)-output game and the
(I, (Jm), T, t)-echo game for all t € T

For the reverse direction, let us consider a set of record transitions T, oo a winning
strategy in the (I, (J,,),T)-output game and, for all ¢t € T, o, a winning strategy in the
(I, (Jm), T,t)-echo game.

We define a strategy o in the invariant game as follows: If 7 does not contain any record
transition then o(7) = oo(m). Otherwise, let 7’ be the largest suffix of 7 with no record
transition and ¢ the record transition just before 7/. We set o(7) = o (t7').

It remains to show that o is a winning strategy in the invariant game. Suppose by
contradiction that there exists a finite o-play winning for Environment. Let w be such a
o-play of minimal size. If 7w contains no record transition then by the first claim it is also
winning for Environment in the output game. As ¢ mimics 0o while no record transition
has been seen, this is a contradiction with the fact that oo is winning.

On the other hand, if 7 contains a record transition, then we can decompose it as
m = m_tmy with t a record transition and 71 the maximal suffix of 7 with no record
transition.

Then by minimality of 7, no player wins in 7_. As a result, by the second claim, tm
is winning for Environment in the (I, (J,,), T, t)-echo game. This is a contradiction as by
definition of m, ¢t is a o4-play, and oy is winning for Controller.

This concludes our proof. |

» Lemma 62. If there exists a winning control strategy for a BGR then there exist I such
that every word in the basis of I¢ is of length < |R|(JM|+ 1) and (Jm)mem in which every
word in the basis has length < |R| for all m and T a set of record transitions such that
Controller wins the I,(Jy,), T-output game and the I,(Jpy,), T, t-echo game for allt € T.

Proof. Suppose there exists a winning control strategy o, then we have some I, (J,,) such
that Controller wins I, (J,,,), T-output game and the I, (J,,),T,t-echo game for all t € T
We can assume that the sum of the lengths in the basis of the J,,, is minimal.

We remove a word w from the basis of .J,,,. By minimality of .J,,, the resulting invariant
is not sufficient. Hence Environment wins one of the games. Since I has not changed but
(Jm) has decreased, Controller still wins the output game. As a consequence, Environment
wins the I, (J,,), T, t-echo game for some t € T. Let oecho be a positional winning strategy
for Environment in the new instance of that game. There must be a o..,-play that is losing
for him in the previous instance. As we have decreased L(I, (J,)){, the only possibility is
that there is a play in which we broadcast m while the recent input is not in J,,,. As J,,
is upward-closed and ocp, is positional, we can cut all cycles from this play: We obtain
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a Occho-Play whose recent input is not in J,,, of length at most |R|. As a consequence,
w| <[R|.

We have shown that all words in the basis of all J,,, have length at most |R|. Let us now
bound the words in the basis of I€.

Consider I with a basis of minimal size such that I, (.J,,) is a sufficient invariant for o. We
remove a word w from the basis of I¢, thus increasing I. By minimality of I, Environment
wins one of the games. It cannot be the output game as I has increased and the J,, are the
same. If it is an echo game then let o..;, be a positional winning strategy for Environment
in the new instance of that game. There must be a play whose recent input was previously
out of L(I,(J,,))+ but is now in it. We can once again cut cycles on that play. Once we do
0, we obtain a play of length < |R| whose recent input w;y, is in £(Z, (J,,))+ but was not
previously. As a consequence, there exists dec = (vg,myq, ..., vx) such that w;, € Lyecd and
for all 4, L(yy,my,....v;1) N Jm; # 0. As we have bounded the lengths of words in the basis
of each J,,, by R/, there exist u1,...,uy, all of size at most |R|, such that u; € Jy,, and
U; € £(vo,m1,.v-,vz‘—1)¢'

For each u; and for w;, at most |R| letters from vy, - , vy suffice to maintain these
properties. We define vy, ..., v}, as the words obtained by removing all other letters. Let
dec’ = (v),m1,...,v,). We therefore have |vf, - --v}| < |R|(]M]| + 1), and (v, m1,...,v}) €
D(I,(J,,)) and wiy, € Lgeer -

As a consequence, we must have that v(, - - v}, is in I but was previously not. As a result,
wC v -+ v}, and thus jw| < [R|(IM]| + 1). <

» Theorem 33. SAFESTRAT is NEXPTIME-complete for 1BGR.

Proof. We guess a positional strategy o for Controller in the output game. We also guess a
set of record transitions 7', a set of words B of length < |R|(]M|+ 1) and a family of sets of
words (B, )mem, where all words have length at most |R].

We then try to check if Environment has a winning strategy in one of the games. For the
output game, we enumerate all positional strategies for Controller. As the size of words in
the basis of I is bounded by |R|(|M| + 1), if such a strategy allows a losing play, it allows
one of length at most |R|(|R|+ 1)(JM|+ 1). As a consequence, we can check in exponential
time whether one of those strategies is winning.

For the echo games, we enumerate all positional strategies for Environment.

> Claim 63. We can check that a positional strategy oecno is not winning for Environment
in an echo game in non-deterministic exponential time.

Proof. Let m be a play won by Controller, at all times if we make a broadcast with letter m,
the recent input on 1 is in J,,. For each m broadcast in the play, we can select a sequence
of at most |R| preceding receptions forming an element of the basis of J,,,. Those elements
witness the fact that the recent input is in J,,.

We can thus easily construct an NFA of exponential size recognising finite plays in which
Environment does not win.

Since ecpo is positional, there is an automaton with |R| states recognising the set of
Oecho-Plays. We first check whether there is an infinite word whose prefixes are all accepted

by the NFA. If not, we check whether the NFA accepts a play ending with a transition of T

Finally, we project it to obtain an NFA A recognising the recent inputs of oecpno-plays not

won by Environment. We also build an exponential-size NFA B recognising L(1, (Jm)mem)-

As shown in [1], if there is a word in £(A)]} that is not in £(B)/, then there is one of
polynomial size in |A| and |B].
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As a consequence, we can check that non-inclusion in non-deterministic exponential time.
In sum, we can check in non-deterministic exponential time that the given strategy is not
winning for Environment. <

This lets us decide in non-deterministic exponential time if there exist I, (J,,), T such
that Controller wins the output game and all the echo games. As a result, SAFESTRAT
is in NExpPTIME. All that is left to do is show the matching lower bound, which is done
below. <

E.2 NExpTime-hardness of SafeStrat for 1BGR

The exponential grid tiling problem asks, given a set of colours C'; a number N in unary and
a set of tiles T C Cluwpdom,leftright} whether there is a tiling of the 2V x 2N grid, i.e., a
function 7 : [0,2" — 1] x [0,2" — 1] — T such that for all x,y,2’,y’ € [0,2 — 1],

ifx =2" and y =y’ + 1 then 7(z,y).down = 7(x, y).up

ife=2"+1and y =y then 7(z,y).left = 7(x,y).right

ifx =0 (resp. # =2V —1,y =0,y =2V — 1) then 7(z,y).1eft = Cporder (resp.

right,down, up)

This problem is NEXPTIME-complete [27].
» Lemma 64. SAFESTRAT is NEXPTIME-hard on 1BGR.

Proof. We reduce from the exponential grid tiling problem.

Let C be a set of colours containing a border colour B, let T' = {t1,...,t;} be a set of
tiles and N an integer in unary. We use the alphabet of letters M = {0,1,0,1}UT UT,
where T = {t,...,1;} is a copy of T.

We design a 1BGR in which Controller wins if and only if there is a valid tiling of the
2N x 2N grid with those tiles.

Essentially, Environment may use some agents to broadcast coordinates (x,y) and (z,y)
in the grid, respectively using letters {0,1} and {0,1}. Environment can also make an agent
receive coordinates (z,y) (resp. (Z,¥)), while checking that they all have the same datum. He
then makes Controller choose a tile ¢ (resp. t), which is broadcast with that same identifier.
A strategy for Controller amounts to two functions 7,7 : [0,2% — 1] x [0,2Y — 1] —» T.

The agents that broadcast coordinates (z,y) and (Z, %) can then receive tiles ¢ and ¢ with
their own identifier, and check that:

Ifzr=zand y=¢ thent=1¢

If x +1 =2 and y = ¥ then t.right = t.left

If x =z and y + 1 = ¢ then t.up = t.down

If 2 =0 (resp. y =0, x =2V — 1, y = 2V — 1) then t.left = B (resp. down, left, right).

The first item forces Controller to choose 7 = 7. The other items make sure that she
picks a valid tiling of the grid.

From the initial state Environment chooses between three modes:

He can receive a sequence of 2N bits in {0, 1} with the same datum and then let Controller

broadcast a letter of T' with that same identifier.

He can receive a sequence of 2V bits in {0, 1} with the same datum and then let Controller

broadcast a letter of T with that same identifier.

He can broadcast a sequence of letters of the form z1Z1 - - xNZNY1Y1 - - ynYN With

1,91, ., 2N, YN € {0,1}, all with his initial datum. He then receives one letter ¢’ of

T and one letter ¢ of T with his initial datum. If ¢ = ¢’ then he stops, otherwise he

broadcasts mesy.
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1763 He can broadcast a sequence of letters of the form z1Z1 -  *NZNYIY1 - YnYn With
1764 1, Y1, Y1, N, YN, Yy € {0,1}, all with his initial datum. He makes sure that
1765 (y1---yn)2 = (yi---yjN)2 + 1. He then receives one letter ¢’ of T' and one letter ¢
1766 of T with his initial datum. If up(t') # down(t) or (¥} -- -y )2 = 0 and down(t') # B or
1767 (y1---yn)2 = 2NV —1 and up(t) # B, he broadcasts m.,,. Otherwise he stops broadcasting
1768 Mery.

1769 Similarly, he can broadcast a sequence of letters of the form z{ %1 - - - 2y ZNy191 - - YNUN
1770 with z1,2%, 41, .., 2N, 2y, yn € {0,1}, all with his initial datum. He makes sure that
. (xy---zN)2 = (2} ---2/y)2 + 1. He then receives one letter ¢’ of T' and one letter ¢ of
172 T with his initial datum. If right(t') # left(t) or (x} ---2/y)2 = 0 and left(t') # B or
1773 (x1--xN)2 =2V — 1 and right(t) # B, he broadcasts m.,,.. Otherwise he stops without
1774 broadcasting Mery-.

1775 If there is a valid tiling, Controller can play the corresponding strategy. In order to

e broadcast me,,, Environment must make an agent a broadcast coordinates with its initial
wr  datum, and then receive two tiles that do not satisfy the conditions mentioned above. The
s agents that send those tiles must receive exactly 2N letters from a, as they are signed by its
7o initial datum. Thus their broadcasts are the tiles of the valid tiling at those coordinates, and
o the agent will not be able to broadcast me,,, as they match all the conditions.

1781 If there is no valid tiling, Controller’s strategy will either induce two different tilings or
w2 two identical invalid ones. In both cases Environment can detect the mistake by making an
wss  agent a broadcast the coordinates corresponding to the mistake, making two agents answer
wse  with the faulty tiles, and make a broadcast me,, by observing the mistake. |
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